Security Questionnaire
Answers:

Current Status:

No=Don’t Do   
Yes=Do, Unocumented
Doc=Documented
Meas=Measured

Planned Status:

0= No imp 
+=Want to improve
 (time-perimitting)
5=Need to improve
 (next 5 years)

1=Critical to improve (next year)

	Planning & Organization
	

	1.  Does mgmt prepare strategic plans for IT that aligns business objectives with IT strategies?  Doe this planning approach solicit input from relevant internal and external stakeholders?
	

	2.  Does the IT organization communicate its IT plans across the organization?
	

	3.  Does IT mgmt communicate its activities, challenges and risks with senior management?
	

	4.  Is information classified according to company security and privacy policies?  If so, are security levels for each data classification defined, implemented and maintained?
	

	5.  Are the roles and responsibilities of the IT organization defined, documented, communicated, and understood?
	

	6.  Does IT mgmt report all significant IT events or failures to senior mgmt?
	

	7.  Has mgmt implemented a division of roles and responsibilities (segregation of duties) that minimizes allowing a single individual from subverting a critical process, within and outside IT?
	

	8.  Has the organization adopted and promoted a culture of integrity management, including ethics, business practices, and human resources evaluations, within and outside IT?
	

	9.  Are IT-related controls in place to ensure continued control effectiveness when personnel change or leave their jobs?
	

	10.  Has the organization documented all significant IT processes and activities, related to systems development and support?
	

	11.  Does training and education programs include ethical conduct, system security practices, confidentiality standards, and integrity standards?
	

	12.  Are you familiar with the concept of data owner?  If no, go to 13.

(A data owner is someone who is intimately familiar with the data who decides who should have access to the various parts of the data.)

If so, has data integrity, ownership and responsibilities been communicated to data owners, and have they acknowledged their responsibilities?  

If not, do you have written standards for how specific data can be distributed and accessed on the computer?
	

	13.  Does mgmt have IT policies, procedures and standards? If no, go to 15.

Does mgmt periodically review its IT policies, procedures, and standards as necessary?  Does mgmt periodically review non-IT policies, procedures, and standards as necessary?
	

	14.  Does mgmt have a process in place to assess compliance with its IT policies, procedures and standards, investigate deviations, and take appropriate corrective action?
	

	15.  Does the organization perform a comprehensive security assessment for all significant IT systems and locations?
	

	16.  Does the risk assessment process include the consideration of information-related risks, including technology reliability, information integrity, and IT personnel?
	

	Acquisition and Implementation
	

	17.  Do controls exist over the installation of new and modified software?  

(Includes standards for which software is installed at each site, who does the installation, how new software is tested – particularly if for internet.  Also, if new software is desired, what approval process the request goes through.
	

	18.  Are user reference and support manuals prepared as part of every information systems development or modification project?
	

	19.  Are significant changes in technology tested, including: system, integration, and user acceptance, load and stress testing, interfaces with other systems, and data conversion?
	

	20.  Do formal change management procedures exist for all changes as well as system or supplier maintenance?  

(In other words, are IT-related requests and changes documented, managed, and tracked to completion?  Is there a documented procedure for this?)
	

	Delivery and Support 
	

	21.  Does (IT) mgmt establish vendor management policies, which are used to select vendors for outsourced IT-related services?
	

	22.  Does the monitoring of third-party service providers include a regular review of security, availability, and processing integrity?  (Either as measured by you or them?)
	

	23.  Has business impact assessment been performed that considers the impact of systems failure?  

(Have you considered which of your business applications are the most critical, and what you would do if the computer support was lost?  Have you documented this?)
	

	24. Has IT mgmt established a business continuity framework that is aligned with the company’s overall business plan?  

(Does IT have a disaster recovery plan for when computers fail, and is it in line with the Business Impact Analysis developed by the business management?)
	

	25.  Has offsite storage and recovery facilities been tested at least annually?
(I.E.  Are backup tapes or disks are stored off-site and have they been reloaded periodically for testing or actual need?)
	

	26.  Is sufficient system event data retained to enable the reconstruction, review and examination of the time sequences of processing?  
(I.E.  Do you have a well-thought out system of event logs that cannot be modified?)
	

	27.  Are operational events that are not part of the standard operation recorded, analyzed, and resolved in a timely manner?
(i.e., Do you have an incident response plan, or is there a mechanism to address irregularities?)
	

	28.  Is performance and capacity of the IT system monitored?  Is appropriate action is taken when capacity is low?
	

	29.  Are there policies to permit only authorized software usage by employees? 
	

	30.  Have procedures been established across the entire organization to protect the IT systems from computer viruses?
	

	31.  Has the system infrastructure been properly configured to prevent unauthorized access? 
(i.e. Do you ensure minimized software, minimal user access, up-to-date patches?)
	

	32.  Are software and network infrastructure periodically tested to ensure that it is properly configured?
(I.e. Do you test firewalls, and servers to ensure that they only serve specific applications?)
	

	33.  Are all users authenticated to the system as a means to ensure the validity of transactions?
(I.e., Do you have a standard requirement for individual logins, and complex, 8-character passwords, potentially with periodic forced new passwords, and do you track who completes important transactions?)
	

	34. Have control policies and procedures been established to maintain the effectiveness of authentication and access mechanisms?
(I.e.,  Do you document who should have access to certain functions, and audit that these permissions are indeed implemented or that authorization creep has not occurred?)
	

	35.  Do control policies and procedures exist relating to regretting, establishing, issuing, suspending and closing user accounts?
	

	36.  Do controls such as firewalls and intrusion detection systems exist to prevent unauthorized access to the network?
(I.e., Do you control which ports are open on your firewall?)
	

	37.  Does the IT organization detect and log important security violations (for example, system and network access, virus, and misuse of illegal software). Are these security violations reported immediately and acted upon in a timely manner?
	

	38.  Does mgmt and IT mgmt have a security plan?  Does IT mgmt regularly perform security assessments, which are used to update the IT security plan?
	

	39.  Does the management define policies for what information can come into and go out of the organization?
	

	40.  Does IT management ensure if all installed software is authorized and licensed properly?
	

	41.  Does the company have established retention periods and storage terms for data, program, reports messages and documents?
	

	42.  Are there policies and procedures for the handling, distribution, and retention of data and reports?
	

	43.  Is data input checked for validity and accuracy?
	

	44.  Are errors in data identified, reported and resolved in a consistent and authorized manner?
	

	45. Is sensitive information protected during its storage and transmission?
	

	46.  Are data and programs backed up by IT management?
	

	47. Are restoration process and quality backup media periodically tested by IT personnel?
	

	48.  Is physical access to facilities restricted and controlled?
	

	49.  Does IT mgmt ensure that there is a regularly updated and complete inventory of all IT hardware and software configurations?
	

	Monitoring
	

	50.  Does IT mgmt measure IT activities against well-defined benchmarks?
	

	51.  Does IT mgmt monitor IT’s delivery of services to identify problems and does IT respond with actionable plans to improve?
	


Scoring:
Current Status:

No=Don’t Do 

=0  


But want to improve
= 0.5

  Need to improve (1 or 5)=1

Yes=Do, Unocumented
=2


Doc=Documented

=3

Meas=Measured

=4

	COBIT Section

(# Questions)
	Total Score
	Avg Score

	Planning & Organization (16)
	
	

	Acquisition & Implementation (4)
	
	

	Delivery & Support (29)
	
	

	Monitoring (2)
	
	


