Information Security Participation Non-Disclosure & Release Form
The purpose of the Information Systems Security course is to provide students an opportunity to work with a community partner to practice information security skills they learn in class, thereby also helping the community partner to increase their security implementations.  Information security is a challenge, because attackers need find only one opening, while defenders must close all potential vulnerabilities.  The Information Systems Security course will help organizations define controls to minimize the potential loss of confidentiality, integrity, and availability of their information systems resources.  The specific functions addressed this semester are listed on the attached sheet.  Mature organizations are concerned with all functions.  Community partners can select the functions they choose to participate with during this semester.
Students have the responsibility to respect the partner’s computer and other facilities.  They will not work on a partner’s computer except when supervised by a member of the partner’s staff.  They will obtain written permission for all actions affecting the partner’s computer systems, and inform the partner of likely risks of their actions.  Students will also be careful in disclosing security information about the organization, as described in a paragraph below.
Dr Lincke is responsible for training the students and resolving issues when the partner organization is unhappy with student work.  Students will do their best to be professional, but since they are still learning, may not achieve professional levels.  Dr Lincke will minimally contact the partner organization if she becomes aware that student work is insufficient, but can also have students redo work to the professor’s and partner’s satisfaction or accompany students to ensure project success.  The instructor agrees not to divulge the organization’s name or identifying information in her research, except via the organization type (e.g., not-for-profit), size category, and region (southeast Wisconsin).
The partner is responsible for supervising students when the students are on the partner’s premises, and monitoring them when they access partner computer systems.  If students are expected to do an audit, audits can cause extra traffic resulting in system slowdown, or possibly even reboot.  Therefore, audits may best occur during low-traffic hours.  
This document serves as a non-disclosure agreement.  On interviews, students may indicate the name of the participating organization and type of work performed, but may not divulge specific actions that were performed.  The description of the type of work performed shall not exceed the level of information provided on the following page (“I worked with data security at ABC.  I cannot provide any further information.”)  Students may use the community partner as a reference, if the partner is sufficiently pleased with student work and agrees to do so.
Each party to this agreement shall be solely responsible for any and all actions, suits, damages, liability or other proceedings brought against it as a result of the alleged negligence, misconduct, error or omission of any of its officers, agents or employees.   Neither party is obligated to indemnify the other party or to hold the other party harmless from costs or expenses incurred as a result of such claims; and each shall continue to enjoy all rights, claims and defenses available to it under law.
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	IS Maturity Measurement: Answers the two questions:

· How are we doing relative to other organizations?

· Have we learned and accomplished anything as a result of this participation? 
COBIT is a maturity model that helps to define the IS maturity of an organization.  It is meant for larger organizations, but small organizations can benefit too by learning the big security picture.  This will take about 2 hours of your time, and consists of:

· A one hour COBIT interview at the beginning of the semester, and checkup on specific addressed points at the end of the semester. 

· A 2-page technical questionnaire that tests an administrator’s general security knowledge, both at the beginning and end of the semester.

This information is used in measures of grant success provided to NSF and will also help Professor Lincke develop security guidelines specifically for smaller organizations.

	
	
	Policy & Procedure Development:  This function reviews best-practice policies to help you determine which your organization is ready to adopt.  For policies which are selected, procedures and guidelines must be prepared.  Students will work with you to develop and document policies, procedures, and guidelines, which can be made available to your employees.

	
	
	User Training:  The weakest or strongest security link can be an organization’s general employees depending on if they are cyber-aware.   This mini-course teaches computer users to create good passwords, follow secure procedures, and minimize virus, malware, fraud, and social engineering vulnerabilities.  This will take about 1-3 hours, can be adapted specifically to your organization, and includes a 2-page pre and post questionnaire, to determine if the training was successful.  You will obtain a copy of the presentation for your future use.

	
	
	Information Systems Risk:  It is desirable to achieve a balance between liability and risk, and security costs.  With this function, students help organizations identify critical processes and information, quantify and evaluate current vulnerabilities, identify existing and potential controls, and reduce risk at low or no cost.

	
	
	Information Protection: Information can be critical and/or sensitive to your organization. Students will help to define and document who should have access to which information, which data is saved, for how long, and how transported. The goal is to adopt data handling according to best practices to achieve confidentiality, integrity, and availability.

	
	
	Business Continuity & Disaster Recovery:  Disaster could occur, but businesses can’t stop.  Students will help you to evaluate how to survive if disaster strikes, documenting alternative and recovery plans and assisting in a desk-based paper test.

	
	
	Composite Security Architecture:  SABSA is a Security Architecture framework for enterprises, which evaluates security at the contextual, conceptual, logical, physical, component and operational levels.
This is a significant undertaking that requires the students to understand a good portion of the enterprise to be evaluated.


