PAGE  
1
Application Encryption & VPN


Intro to Network Security

Application Encryption & VPN

Text:

Network Security: The Complete Reference, Bragg, Rhodes-Ousley, Strassberg et al.

Chapter 12,
Objectives:

The student should be able to:

· Define VPN, intranet VPN, extranet VPN, tunnel.

· Describe the advantages of link versus end-to-end encryption.

· Show where the following protocols exist in the protocol stack, and describe which applications they can be used with:  SSH, SSL, IPSec, PGP, TLS, HTTPS.

· Show a diagram of what happens to a packet during Tunnel versus Transport mode concerning the packet format.

· Describe the difference between IPSec’s Tunnel mode and Transport mode and how they relate to link versus end-to-end encryption.

· Describe the difference between IPSec’s Authentication Header and Encapsulated Security Payload protocols.

Class Time:

Lecture: 


Lecture


2 hours


Risk Exercise 


1 hour


Total:



3 hours

Intranets, Extranets, and VPNs

Private Network:  A network that is not freely available to the public.

Intranet:  Private network that uses Internet technology.  Often includes:

· Web browsers & servers

· May include private IP addresses, including:

10.0.0.0: 



Class A Address

172.16.0.0-
172.31.255.255: 
16 Contiguous Class B Addresses

192.168.0.0-
192.168.255.255: 256 Contiguous Class C Addresses

Extranet:  Enables two or more companies to share common information & resources by extending the intranet

· Accommodates business-to-business communication (B2B): post orders, share projects, share pricing, communicate collaboratively.

· Extranets can introduce weaknesses in security.

Virtual Private Network (VPN):  A means of carrying private traffic over a public network

· Uses link encryption to give users sense that they are operating on a private network when they are actually transmitting over a public network

· Communications pass through an encrypted tunnel
Intranet VPN: Connects two or more private networks within the same company

Extranet VPN: Connects two or more private networks between different companies (for B2B or business-to-business communications).

Remote Access VPN:  A roaming user has access to a private network via wireless, hotel room, etc.

 Encryption Techniques: End-to-End vs. Link Encryption
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Comparison:

	
	Link
	End-to-End

	Purpose
	Link itself is vulnerable: Packet sniffers & eavesdroppers
	Intermediate nodes may be compromised 

	Encryption coverage
	Link-Specific:  All packets transmitted on the single link are encrypted
	Connection-Specific:  A connection is encrypted across all its links

	Protocol header security
	Encrypted for all protocol layers (at or above layers 1 or 2)
	Encrypted for upper layer protocols only

	Network device exposure
	Intermediate nodes decrypt
	Intermediate nodes cannot decrypt

	Authentication
	Provides node authentication
	Provides user authentication

	Ease of use
	Transparent to user,

One key per link
	Not user-transparent,

One key per connection

	User Selectivity of algorithm
	One algorithm for all users
	User selects encryption algorithm

	Implementation
	Encryption done in hardware
	Encryption done in hardware or software

	Applications
	Virtual Private Network (VPN)
	Secure Shell (SSH)

SSL

Pretty Good Privacy (PGP)


End-to-End Encryption Methods

Encryption by Application

Applications are encrypted on a case by case basis.

Secure Shell (SSH):  Provides an authenticated and encrypted remote login and file transfer capability.

· Can tunnel XWindows, ftp, POP-3, IMAP-4, … replaces RCP, rlogin, rsh

· Authenticates before allowing connection

· Generates a public/private key pair; notifies partner systems of public key

· SSH protocol negotiates the encryption algorithm: DES, IDEA, AES and the authentication algorithm: public key & Kerberos.

· SSH2: Can negotiate between 3DES, IDEA, Blowfish, Twofish, Arcfour, Cast

· SSHv2 is more secure than SSHv1, which has numerous exploits

· Uses port 22 for all applications

· SSH is free or minimal cost for commercial version

Secure Sockets Layer (SSL):  Protects communication above the transport level: Web
· Certificate-based system created by Netscape to protect web page communications
· Implemented by Netscape & Microsoft Explorer and other browsers – widely available
· When SSL & HTTP used together is called HTTPS
· Standardized in IETF as Transport Layer Security (TLS) which is nearly equal to SSLv3 but incompatible  (RFC 2246)
· URL name starts as https:// - also key or lock icon displays at bottom corner

· SSL protocol negotiates the security algorithm:

· Confidentiality: DES, 3DES, AES, RC4

· Integrity: MD5, SHA-1

· Authentication: RSA, Diffie-Hellman

· Non-Repudiation: Digital Signature

· Both Netscape and Internet Explorer allow you to configure SSL parms

· Steps include:

· Customer generates session key which is encrypted & sent to server using server’s public key

· Client initiates negotiation of security parms.  However server may negotiate to lesser security

· Client authenticates server certificate using public key encryption and possibly vice versa

	HTTP
	FTP
	SMTP

	SSL or TLS

	TCP

	IP


Secure Hypertext Transport Protocol (S-HTTP): Extends HTTP protocol to protect each message sent between 2 computers

· Negotiates encryption algorithm

· Provides session key via public key encryption method

· Can authenticate and provide data integrity via hashed value and digital signatures, respectively.

· Protects one or more packets as per arrangement

Pretty Good Privacy (PGP): Email encryption method

· Available in 1991, currently free but also became a commercial product in 1996

· Public Keys can be registered under email names at:

· ldap://certsaver.pgp.com

· http://pgpkeys.mit.edu:11371
· Point your PGP utility at one of them

· Web of  Trust: Trust that that the keys you get in email (from people you know) or in a list via email (from people you know) is authentic

· Senders can put their PGP public key at the bottom of their email messages.

· Not endorsed by NSA, but good for private use

· Uses RSA or Diffie-Hellman public key encryption for key exchange
· Uses IDEA, 3DES, or CAST for message encryption
· Uses MD5 hashing algorithm for integrity

· Authentication provided via public key certificates – generated as part of PGP

· Nonrepudiation provided via digitally signed messages.

	Kerberos
	S/MIME
	PGP
	SET

	
	SMTP
	HTTP

	UDP
	TCP

	IP


Secure Multipurpose Internet Mail Extensions (S/MIME): An Internet standard for secure email attachments

· MIME: Protocol specification dictates how multimedia data and email attachments are transferred: E.g., Header=Image, subtype=jpeg.

· Used for encryption and digital signatures

· Encrypts many types of attachments: spreadsheets, graphics, presentations, movies, sound.

· Uses public key certificates, in X.509 format, for authentication and key exchange

· Can negotiate from a set of encryption algorithms: DES, AES, RC2

· Integrated into many commercial email packages, including sendmail. 

Secure Electronic Transaction (SET): Protects credit card transactions on the Internet

· Requested by MasterCard and Visa in 1996

· Provides trust by use of X.509 digital certificates

· Ensures privacy & secure communications

Discussion:  What info is visible (unencrypted) in the SSL packets? In the PGP or S/MIME packets?

Virtual Private Network Implementations
General techniques are useful for protecting all applications: remote logon, client/server, email, file transfer, web access, etc.

Internet Protocol Security (IPSec)
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Tunnel Mode:  Used for Gateway interface between companies or branch offices.

· Encryption occurs between firewalls or border routers

· All TCP/IP communications between offices are authenticated and encrypted

· Only TCP/IP or UDP/IP is supported.

Transport Mode:  Used between client machine and corporate network

· Encryption occurs point-to-point: in source host

· Both ends must be secure for each end to remain secure

Before permitting a remote computer into corporate network:

· Does client have an updated OS, firewall, & antivirus software?

· Windows 2003 Server Resource Kit: can check users are current in security software before accessing corporate network

· What rights and privileges should client be allowed?

· Should client have access to other networks bypassing VPN?

· Split-tunnel routing:  User has simultaneous access through and bypassing VPN

· If so, client can act as man-in-the-middle for attack

· Should corporation require a configured router to each remote site?

IPSec Protocol Implementation

	HTTP
	FTP
	SMTP

	TCP or UDP

	IP/IPSec


IPSec: A standard protocol for encrypting data

· Part of IPv6

· Encrypts all packet headers above IP, including TCP/UDP

· Open framework allows end parties to negotiate encryption and authentication methods

· Can be a problem with NAT

Discussion: What information is visible (unencrypted) in an IPsec packet when encryption is used?

IPSec Authentication

Options include:

· Smart card logon via Extensible Authentication Protocol (EAP)

· Can authenticate based upon a valid certificate

· Machine authentication:  Is this truly a registered acceptable machine?  Use machine certificate

· User authentication:  Is this truly a registered acceptable user account?  Use IPsec-specific certificate

Security Association (SA): Set of parameters for one direction of a secure session

· Encryption algorithm, key, parameters: (e.g. Initialization vector)

· Authentication protocol & key

· Duration of association

· Destination IP Address

· Sensitivity level of protected data.

· Modes used: AH vs. ESP, tunnel vs. transport

Two Modes: (From Network Security Essentials 2nd Ed., W. Stallings, Prentice Hall)

	
	Authentication Header

(AH)
	Encapsulated Security Payload

	
	
	(ESP encryption)
	(ESP encryption & authentication)

	Access control
	X
	X
	X

	Connectionless integrity
	X
	
	X

	Data Origin Authentication
	X
	
	X

	Rejection of Replayed Packets
	X
	X
	X

	Confidentiality
	
	X
	X

	Limited Traffic Flow Confidentiality
	
	X
	X


Authentication Header (AH): Authenticates sending devices by musing Message Authentication Code (MAC)

AH format includes:

· Next Header: Type of header following this header

· Payload length: in 32-bit words, minus 2.

· Reserved

· Security Parameters Index: Identifies a security association

· Sequence Number: a sequentially increasing counter value preventing replay

· Authentication Data: An Integrity Check Value

Encapsulated Security Payload (ESP):  Contains the TCP header and application data in encrypted form:

ESP format includes:

· Security Parameters Index: Identifies an SA

· Sequence Number: Incrementally increasing sequence number protects against replay

· Payload Data:  Contents of upper protocols and data

· Padding:  Brings packet length to desired length

· Next Header: First protocol in Payload Data, e.g., TCP

· Authentication Data (variable length) contains the Integrity Check Value

Compatible with NAT:  When IP address is changed, changed value is not part of ICV.
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Two Modes:  Tunnel vs. Transport

Tunnel: A protocol layer hides an internal protocol

Transport Mode:  Protect upper layer protocols or IP payload

· Protects TCP/UDP or ICMP packets

AH:


Authenticated








	Orig. IP hdr
	AH
	TCP
	Data


ESP:


Authenticated






Encrypted


	Orig IP hdr
	ESP hdr
	TCP
	Data
	ESP Trlr
	ESP Auth


Tunnel Mode: Protect the entire IP packet

· Outer IP header routes to tunnel point; Inner IP header contains actual destination IP address

· Used when both ends of an SA is a security gateway, such as a firewall or router implementing IPSec

	New IP hdr
	AH
	Orig. IP hdr
	TCP
	Data





Authenticated






Encrypted


	New IP hdr
	ESP hdr
	Orig IP hdr
	TCP
	Data
	ESP Trlr
	ESP Auth


Internet Key Exchange (IKE): The de facto standard for key exchange, using:

· Internet Security Association and Key Management Protocol (ISAKMP): authentication and key exchange architecture (or negotiation protocol)

Lab in Development:
Set Netscape & IE SSL parameters
Observe encrypted data
IP=D | ESP | Data
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IP=D | Data
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Host D





Host A
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Tunnel Mode:  Encryption between two gateways: Virtual Private Network


(A form of link encryption)





Encrypted: 


Transport Mode: End-to-End Encryption
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Host A





End-to-End Encryption


Link Encryption
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Tunnel Mode:  Encryption between two gateways: Virtual Private Network


(A form of link encryption)





Encrypted: 


Transport Mode: End-to-End Encryption





Host D





Host A








