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Intro to Network Security

Intrusion Detection Systems
Text:

Network Security: The Complete Reference, Bragg, Rhodes-Ousley, Strassberg et al.
Chapter 14

Objectives:

The student should be able to:

· Define how a signature-based, anomaly-based, and rule-based IDS works.
· Define stealth mode for a NIDS.

· Define false positives, false negatives, and how both affect the sensitivity of an IDS.

· Describe the difference between an IDS and IPS and the advantages/disadvantages of each.

· Describe when you would use a host IDS and/or a network IDS and some advantages of each.
· Describe functions of different Host IDS systems: System integrity verifiers, statistics monitors, deception systems, and configuration auditors.

· Draw the internal configuration of a tap, and describe how a switch SPAN port works.

· Describe the three responses that CISCO IDS’s can support in response to an attack.

· Describe the capabilities and cost of Snort, including its features, its programmability, its configurability, and its directory structure.
Class Time:

Lecture – Intro



1 hour
Lecture – NIDS


1 hour

Lab




1 hour

Total:




3 hours

Intrusion Detection Systems
Intrusion Detection Systems (IDS):  Security violation detector raises alarm when violation occurs.

Attacks come from

· Inside:  Unintentional (e.g., virus on floppy or misuse causes crash) or Deliberate

· Outside:  Internet – script kiddies and knowledgeable hackers
Firewalls only protect against outside

Types of attacks IDS try to catch

· Protocol attacks: E.g., Flag exploits, fragmentation attacks

· Attempts at impersonation

· Password cracking

· Buffer overflows & software vulnerability exploits

· Rootkit installation

· Rogue commands

· Malicious code: viruses, worms, Trojans

· Unauthorized file access/modification

· Denial of Service

Signature- versus Anomaly-Based IDS
Signature-based:  Looks for attack signatures in packets or logs
· Retains signatures in a signature database or rule set(s).
· Can create custom rules – sometimes with wildcards

Benefits & Limitations
· Benefit: Can name specific attacks, allowing for appropriate reaction
· Limitations: 

· More signatures translates into lower transaction rates

· Slight deviations from the signature won’t be caught: e.g., blank vs. %20

· New attacks cannot be caught

Anomaly-based or Heuristic:  Looks for unexpected behavior

Baseline-based Intrusion Detection:  ‘Expected’ performance is known
· Thresholds are established differentiating normal vs. abnormal behavior

· E.g., Rate of SYN or Ping packets change 

· E.g., Monitoring processor usage at night

· E.g., Packet is not formatted as expected
Rule-based or Misuse Intrusion Detection:  Certain actions are not allowed

· E.g., Log accesses to password file
Benefits & Limitations

· Benefit: Quick at recognizing new large-scale worm attacks

· Limitation:  Cannot name the attack; Cannot detect attacks near norm

False positive: Innocent action logged as an attack

False negative: Attack not recognized

Sensitivity of the system: The degree of False positives to False negatives

· Administrator must achieve the right balance of sensitivity

Intrusion Detection System (IDS):  Sniffs and reports possible violations

· Difference between Firewall/IDS: Can name attack

Intrusion Prevention System (IPS): Reports violations and prevents attacks from occurring

· Does inline processing, similar to a Firewall: drop packets, reset connections, route suspicious traffic for analysis

· Problems: Delays in processing; bottleneck

· Since IDS often has high rate of False Positives, IPS is in early stages

What an IDS Cannot Detect

· Passwords not changed from default

· File transfer of confidential files

· Social engineering techniques

· Decipher encrypted messages on a network

Network- versus Host-Based

Network-Based IDS: Searches network traffic in promiscuous mode for attack patterns
Host-based IDS: Three types:

· Log Based:  Scans logs of the host for attack patterns

· Stack Based:  Examines network traffic arriving at host for attack patterns

· Combination of Log-based & Stack-based scanning

	Quality
	Network-Based IDS
	Host-Based IDS

	Cost of Ownership
	One strategically-placed IDS serves community of computers.  A separate NIDS computer must be purchased.
	Each host requires its own IDS software package

	Strengths
	Extensive protocol-based attack patterns are supported.
Cannot check all encrypted packets.


	Monitors important system components such as key DLL’s and the NT Registry.

Monitors user & file access activity.

Some protocol attack patterns are supported for stack-based HIDS.
Operates after decryption process – can check all encrypted packets.

	Evidence Removal
	Attackers cannot remove evidence once captured
	Attackers can change logs.

	Real-Time Detection & Response
	Alarms occur as traffic is captured – real time
	Alarm occurs as log is monitored in near-real time.
Protocol alarms occur in real time.

	Malicious Intent Detection
	Placing an NIDS outside the firewall can inform you of attacks that did not succeed
	

	Complement & Verification
	Can be used to verify proper functioning of firewall.
False positives will occur
	Can compliment other systems.  
False positives are less likely to occur.

	Operating System Independence
	Operating System independent
	Specific to one O.S. and requires O.S. to be functioning properly & not compromised.


Network IDS

Attack Signatures recognized:

· IP signatures: IP options, fragmentation, bad IP packets

· ICMP signatures: ICMP traffic records, ping sweeps, ICMP attacks

· TCP signatures:  TCP traffic records, port scans, host sweeps, mail attacks, ftp attacks, NetBIOS attacks, SYN floods, TCP hijack attacks, TCP applications

· UDP signatures: UDP traffic records, port scan, attacks, UDP applications

· Web (HTTP) signatures: Web attacks

· Cross protocol signatures: DNS or RPC service attacks, authentication failures, Loki & DDOS attacks

· String match signatures: custom string matches, TCP applications
· ACL policy violation signatures: Defined ACL violations

Attacks can be categorized as:
	
	Single Packet Attacks
	Multiple Packet Attacks

	Context (Header) Attacks
	Ping of Death:  Packet > buffer size 65535

Land.c Attack:  Source & Destination IP Address is same
	Port Sweep

TCP Hijack

SYN Flood Attack

	Content (Data) Attacks
	DNS Attack: Incorrect data
	Character Mode Attacks: Bypass ASCII signatures to send Unicode or hexadecimal signatures


Configuring a NIDS
Types of NIDS:

· Passive mode or IDS: Monitors network traffic only

· Does not affect performance of network traffic

· Can be incapable of sending on network

· Active mode or IPS:  Performs inline processing of packets

· Causes penalty on performance – problematic for very busy networks

· Must be capable of sending on network
Stealth Mode:  An IDS monitors the network and sends logs on a separate control network

· Cannot send or be seen on regular network

· Uses private network to log alarms – with extremely restricted access

Components of an IDS:

IDS Agent: Collects information

· Monitor Events: Monitor events, e.g., logs, packets, protocol stack

· Uses probe, sensor or tap to collect data

· Data Normalization: Normalize coding to expose obfuscated attacks

· E.g.: convert tabs to spaces, convert \ to /, convert octal to ascii, etc.

· Analysis:  Determine whether event is an attack

· Analysis: 80-90% accuracy in general (higher with LOTS of work)

· Informs Management Console if attack is recognized

· Can be standalone if multiple IDS agents are not required

Management Console: Does configuration and reporting

· Analysis:  Event correlation between agents; data analysis

· Sort events and analyze  from multiple Agents

· Countermeasure: Take action to thwart attack

· Alert: Send email/SMS, pager message; sound alarm; display dialog box; SNMP trap

· Log: Requires massive, fast storage

· Can update agents with new configuration

IDS Database Server:  Retains collected events, configuration.

· Storage: Database Server: Log events

· Driven by Management Console may be part of Management Console

Enterprise-Management System:  Management console interfacing with different types of security systems: firewalls, antivirus scanners, operating systems & IDS

How to Attach an IDS

Switch: Central router routes traffic only to destination node.
· High throughput since the simultaneous transmissions can occur between different pairs.

· Switch Port Analyzer (SPAN) allows a network sniffer to monitor TX/RX/both transmissions between 2 (or sometimes more) nodes (commonly switch & router)
· Disadvantage:  Switch only has one SPAN port, switch performance degradation
· Advantage: No extra equipment, easy to install
Hub:  Hub repeats traffic to all nodes

· Disadvantage:  Throughput limitations since all nodes share same physical link – cannot implement duplex transmission between switch/router
· Advantage: Easy to install and configure

Tap:  A ‘T’ or listening device forwards traffic to the NIDS

· Disadvantage:  Usually monitors in one direction only, dictates stealth configuration
· Advantage: Fault tolerant on power failure, no throughput degradation, protects IDS from attacks

[image: image1]
Multiple NIDS boxes are possible if traffic overwhelms a single box.  

· A switch would re-divide the traffic.  

· Each NIDS box must see bidirectional traffic in order to catch unanswered arp’s, duplicate IPs, etc.
Costs of an IDS

· Cost: $3-$15k for installation

· Personnel: Configuring system, inserting attack signatures, monitoring logs, analysis.
Deployment Considerations:

· False Positives: E.g., IIS/Unix/Windows attacks when you do not use IIS/Unix/Windows

· Attackers can use False Positives to hide attack

· Nice to know attack is occurring from somewhere

· Personnel intensive system to configure system, rules & monitor alerts/logs Optimization requires:

· Increasing inspection speed (use other devices to do much of this)

· Decreasing false-positives,

· Using efficient logging and alerting: Proper prioritization of events helps

· Cannot check encrypted messages

· Audit the IDS after configuration

Example NIDS: CISCO Secure Intrusion Detection

NIDS is composed of:

· IDS sensor: Sniffs the network

· Management console: Provides a GUI for displaying alarms

Sensor or Tap:  Monitors the line for attack signatures

· Place where it can monitor all traffic that needs to be checked for intrusions

· Place it where all/most traffic has already been decrypted

· May use multiple sensors reporting to same management console

Management console: Must be in a secure location

· May alarm, log, page, and/or email administrator

· Allows configuration of necessary signatures

Sensor Response to Attack: One or more of:

· Shun:  Dynamically rewrites the access lists to disallow attackers access to internal networks

· Can change access lists on firewall or router.

· Log:  Save alarm information (at sensor and/or management console)

· TCP Reset: Send a TCP reset to terminate the connection, after initial attack packets have reached victim.

CISCO Configurations

· Standalone Appliance Center:  Supports shunning, logging, TCP resets.

· Switch backplane sensor:  Supports logging, shunning
· One IDS supports about 120 Mbps

· Built into firewall or router:  Supports logging, TCP resets.

· Limited attack signatures are supported when sensor function implemented into firewall/router.

· The number of signatures checked will impact the performance of the router or firewall
· When implemented into firewall, does not support management console

Other NIDS systems

· RealSecure by Internet Security Systems (www.iss.net) 
· Manhunt by Symantec (www.symantec.com) 
· CyberCop Monitor by Network Associates, Inc.

· BlackICE by Network ICE

· eTrust Intrusion Detection by Computer Associates

· Centrax by Cybersafe

· NFR by Network Flight Recorder (www.nfr.com)
· Dragon by Security Wizards

· Snort: Free (www.snort.org)
SNORT NIDS->NIPS

Snort Format:

{cmd} {protocol} {sourceIP} {sourcePort} {direction} {destIP} {destPort} (<keyword>:<value>; <keyword>:<value>)


Direction= -> or <>


Cmd=alert pass log activate dynamic


Where log=packet text only, alert writes to alert file

Protocol=ip udp icmp tcp arp, igrp, gre, ospf, rip, …

Port= :1024  1024:6000


Example:

var HTTP_SERVERS [192.168.1.50/32]

var HOME_NET [192.168.1.0/24]

var EXTERNAL_NET  !HOME_NET

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS 80 (msg:”WEB-IIS cmd.exe access”; flags: A+; content:”cmd.exe”; nocase; classtype:web_application-attack;)

Keywords can include:

· dsize: maximum packet size; larger sizes indicate problems.

· ttl: IP time to live value.

· fragbits: R=Reserved, D=Don’t Fragment, M=More Fragment.

· ipopts: IP options: lsrr: loose source routing; ssrr=strict source routing.

· flags: S=Syn, A=Ack, F=Fin, R=Reset, +=and/or more; 
· itype: ICMP packet type

· content: <text or hexadecimal data to search for>

· uricontent: Content of the URL (e.g., ”/bin/ps”)

· offset: <the position in the packet payload to begin searching for a match.

· nocase: Deactivates case-sensitivity

· sid: signature ID; describes more about the signature

· ip_proto: protocol after IP header (e.g., DNS=53)
· rev: rule revision number

· logto: file to write log to.
Intrusion Prevention System: Responding to Alerts

· resp:<resp_keyword>[,resp_keyword]

· <resp_keyword> = rst_snd, rst_rcv, rst_all, icmp_net, icmp_host, icmp_port, icmp_all

· Where sends RST to packet sender/recipient/both; Sends host/port/network Unreachable

· react:<react_keyword>[,react_keyword]

· <react_keyword> = block, warn, msg, proxy

· Used with HTTP-based attacks.

· E.g.: alert tcp any any <> $HOME_NET 80 (content: “naughtyContent”; msg: “Not allowed!”; react: block,msg;)

· replace: “text to replace content with”

· Allows replacement of potentially dangerous text with safe text: “cmd.exe”->”nocmd.exe”


New commands used for inline configurations:

· drop: Alert and drop the packet

· sdrop: Drop the packet but don’t trigger the alert

· E.g.: sdrop udp $EXTERNAL_NET any …

SnortSAM: Changes ACLs for a set of firewalls and routers dynamically.

Anomaly/Host IDS

Tools range from:

· System Integrity Verifiers:  Logs changes in configuration

· Statistics Monitors:  Logs usage statistics

· Configuration Aid Tools: Vendor-supplied tools which aid in verifying configurations
· Deception Systems: Honeypots

System Integrity Verifiers: Example: Generates a list of files and a hash value for each file.  If file values change or new files emerge in specified directories, logs are generated.

· Used to monitor changes in operating system files (date created, modified, deleted, file size, permissions, alternate streams, hash).

· Used to save logs, preventing fraudulent changes.

· Used to monitor changes in configurations of network equipment (routers)

· Can be run in real time or batch at off-peak period

File Integrity Packages monitor file changes (in snapshot mode) and include:

· Unix: Tripwire:  www.tripwire.com 

· Pedestal Software’s INTACT (www.pedestalsoftware.com)

· Filechk: Monitors O.S. files every N minutes

· Cannot detect realtime registry changes
· Cannot detect alternate data streams:  filename.ext:trouble

Behavior Monitoring HIDS: monitors in real-time commands impacting passwords, permissions, system file changes, cron changes.  Includes:
· Cisco IDS Host Sensor (www.cisco.com/warp/public/cc/pd/sqsw/sqidsz/prodlit/hid25_ds.htm)

· Okena’s StormWatch (www.okena.com)

· Entercept Security Technologeis’ IDS solutions (www.entercept.com)

Statistics Monitor: Provides statistics on network use including packet statistics 

· Establishes a Baseline of normal behavior

· Monitors for deviations from norm for off-use time, after hours, etc.

· Deviations measured as a number, percentage, or number of standard deviations

· HIDS stats to monitor: high number of sessions; unusual login frequency; high CPU utilization; unusual user account activity; high number of concurrent lgins, etc.

· Example NIDS: NTOP: www.ntop.org/ntop.html 

· Per protocol: TCP / UDP / ICMP / IPX / ARP / OSPF / IGMP/ IPv6 / …
· Per time: by hour

· Providing current, average, peak statistics

Configuration Aid Tools: Vendor-supplied tools which aid in verifying configurations

· Example:  Router audit tool: www.cisecurity.org  

· Batch file verifies that Cisco routers are configured properly

Honeypot

Honeypot:  A computer system left open for attackers

What is it?

· System with NO OTHER USERS or USED APPLICATIONS – LOG all access attempts

· Honeypots are not legally a form of entrapment

· Types may include:

· Port Monitor:  Sockets-based program that listens for connections.

· Deception System: Pretends it is a real application by sending valid replies (e.g. mail)

· Multi-protocol Deception System:  Pretends to support multiple applications

· Full System plus Intrusion Detection System:  Unpatched system with careful logging

Advantages:

· Can watch and learn from attackers to strengthen defense

· Lure an attacker to a safe place to identify and stop the attacker

· Keep attackers busy in a safe environment for hours

Disadvantages:

· Once the system is hacked it can serve as launching pad into rest of network

· Honeypots must be maintained and monitored

Honeypot Products:

· Honeyd: Mimics > 100 different systems simultaneously

· LaBrea: Answers malicious requests http://labrea.sourceforge.net 

· SMTP honeypots track spammers: www.honepots.net www.honenet.org
· Fred Cohen’s Deception Toolkit: www.all.net/dtk
· Specter: www.specter.ch
· NAI CyberCop Sting: www.nai.com 

· Netcat: can be used to respond with deceptive banners

Honeypot Plan should include:

· What attacks is it meant to catch?

· How will the honeypot be configured? 

· What maintenance will occur?

· How will alarms be monitored and analyzed?

How will team react to attacks once they occur?

LAB: Snort IDS
To start this lab we need to start up telnet.  Telnet is normally disabled (which is a good thing with respect to security).  Since it is important for you to know how to start up and stop services, it is a good idea to work with Telnet in this lab.


Control Panel ->Administrative Tools-> Services


Select ‘Telnet’  & Right-click ‘Start’

Telnet requires a password.  So change the password for CyberSecStudent to ‘badpass’ hint ‘badpass’.

Also, check that the firewall is turned off.

1) Sniffing with Snort

To determine the available interfaces to capture traffic on, perform:


cd   c:\Snort\bin


snort   –W

We will use device two (and option –i2 on command line).  We can view ALL traffic in verbose mode (with data link and application layer data) using the following command option:


snort –i2 –dev 

Start snort up.  Then open another cmd session to telnet another machine.  Observe the transmitted packets.  Perform a Ctl-C to get out.  

1a)  What did you see when you exited snort?

2) Collecting Logs with Snort

To capture packet headers and log them to the C:\Snort\log directory use the following command (where –l represents the –log option): 


snort –i2 –l   c:\Snort\log –K ASCII
To generate some traffic to put in the logs, use the second cmd screen to telnet a machine and ping another.

When you are done, exit Snort.  Go to the C:\Snort\log directory and examine the folders which exist there as well as their files’ contents.  

2a)  What directories do you see?  And what are in the directories and their files?
Delete all log directories and their files (but not the \Snort\log directory).

3)  Creating a Signature

Well, we don’t want to log all traffic in this way.  We really want to log traffic that violates the configuration rules, as established in the snort.conf file.  Go to the Snort\etc directory and open snort.conf

cd \Snort\etc


wordpad snort.conf   
You will see at the end of the file that there are many “include name.rules” at the bottom of the file.  Because we don’t want to see conflicting rules (only the one we create) comment out all of the includes by specifying a ‘#’ in front of “include”

# include name.rules

Except for the experimental.rules file.  That should not be commented out.

We will next write a basic snort rule.  More information on this can be found at www.snort.org or my web page on IDS.

cd c:\Snort\rules


wordpad experimental.rules

The format of a rule is as follows:

alert [protocol] [sourceIP] [sourcePort] -> [destinationIP] [destinationPort] (msg:”Alarm Message Text”; content: “String you want to monitor”; nocase;)
Input the following rule at the end of the telnet.rules file:

alert tcp any any -> any any (msg:“Accessed the Program Files directory!”; content:”Program Files”; nocase;)

alert tcp any any -> any any (msg:“Accessed the Program Files directory!”; content:”Progra~1”; nocase;)

Save the file and exit.
4) Testing the Signature

Now we will start up snort specifying that the snort configuration file is to be used for searching for attack signatures (and only recognized signatures will be logged).


cd  \Snort\bin


snort –i2 –l c:\snort\log  –c c:\Snort\etc\snort.conf   –E –K ASCII
The options include:


-l: log to …


-c: use rules from configuration file …


-E: send events to NT event log.


-K ASCII: save the logs in ASCII
Telnet to the another Windows VMware:

telnet 10.1.1.n
Test changing directory to the illegal directory in your Telnet session.  Open the Windows event viewer to verify that the signature worked:

Start->Control Panel->Administrative Tools

->Event Viewer->Application Log

Click on the snort logs and read the info.  You should see your alarm text.
You can also do a refresh and clear logs to see how new entries are logged.  Try doing change directories into and out of the Program Files directory and other directories.  

4a)  Does the rule work?
With any spare time, exit snort and go to the \Snort\log directory.  Verify that only the new logs are in the \Snort\log directory.  

4b)  How do these logs look?  When you are done delete these logs too.
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The switch can buffer overlapping traffic to a degree.  However be careful not to overload the switch.
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