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Hacking WLAN


Intro to Network Security

Hacking 3: Wireless LANs

Text:

Network Security: The Complete Reference, Bragg, Rhodes-Ousley, Strassberg et al.

Chapter 13

Objectives:
The student shall learn to:

· Define War driving, war chalking, AP (access point).

· Define and describe MAC address & IP address spoofing, session hijacking, DNS cache poisoning and ARP poisoning

· Describe how a wireless Man-in-the-middle attack can be implemented.

· Describe at least 2 denial of service attacks affecting wireless LANs.

· Describe the techniques you would use to make wireless networks more secure.

· Describe how WPA and WPA2 is safer than WEP

Class Time:
The class shall be conducted as follows:


802.11 





1 hour


Discussion





½ hour

Bluetooth 





¼ hour


Total






1.75 hours

Wireless LAN

Access Point (AP): Base Station = The wireless gateway interface to the wired internet

IEEE 802.11: Wi-Fi

· 802.11 specifies a MAC layer protocol uses CSMA/Collision Avoidance

· 802.11a operates up to 54 Mbps on 5 GHz band

· 802.11b operates up to 11 Mbps on 2.4 GHz band – Wi-fi 

· 802.11e supports priority transmissions for multimedia

· 802.11f supports roaming from one access point to another

· 802.11g operates at 54 Mbps on 2.4 GHz band, backward compatible with Wi-fi

· 802.11h supports both 802.11a and European mode.

· 802.11i supports enhanced security beyond WEP

Attacks

Compare:

· Wired: Someone must access wire to transmit/receive communications

· Wireless:  Someone must only be in radio transmission range.











War Driving:  Roam around with a wireless terminal/antenna and attempt to gain access to wireless networks

· Attacker adds high gain antenna and sensitive wireless card for larger range

War Chalking:  Marking sidewalks/walls indicating wireless access, or listing maps on the Internet

Spoofing: Attacker changes address

MAC Address Spoofing:  Fake the sending MAC address

· APs permit access only by terminals with known MAC addresses.

Attackers spoof MAC addresses by changing MAC address to valid address.

IP Address Spoofing: Fake the originating IP Address

· Silence host A by sending a window size of 0 to host A from terminal B.

DNS Spoofing:  Fake Domain Name Server (DNS) replies

· DNS cache poisoning:  Attacker sniffs DNS request and answers with misleading data faster than the legitimate name server.

· DNSSEC: Improved DNS protocol adds authentication.

ARP Poisoning:  Fake MAC Address Resolution Protocol (ARP) replies

· ARP: Who (which MAC address) has this IP address?

· Attacker sends ARP response packet with wrong MAC address.

Man-In-The-Middle Attack

· B and C communicate to each other via X.

· Attacker X observes or modifies communication

· Established via ARP Poisoning, Frame spoofing or

· Trojaned AP or Evil Twin Attack or Rogue Access Point: 

· Attacker sets up AP so that valid terminals receive stronger signal from attacker than legitimate AP.  

· Attacker gains password & network access.  

· Attacker forwards frames to legitimate AP and thus is undetected.

Denial of Service Attacks

· Known flaws may cause AP to crash:  Send frame with spoofed source MAC address of itself.

· AP firmware can be downloaded from web site & flashed into AP – and disassembled by attacker.

· Jam air waves: Consumer appliances operate on the unregulated 2.4 GHz radio: baby monitors, cordless phones, microwave ovens.  Solution: RF-proof the environment

· Attacker sends flood of spoofed associate requests so the association table overflows and AP refuses further clients.  Solution: Enable MAC filtering.

· Attacker sends Disassociation frames for a period of time, disassociating all and preventing re-association.

· Attacker requests information when valid terminal is in power-saving mode, forcing valid terminal to miss packets

Session Hijacking

· Attacker causes user to lose connection then assumes his identity and privileges.

Discussion: 

1)  Which attacks could occur in a wired environment?  

2)  Translate attacks into their wired counterparts.

Current Wireless Protocols

Security Standard: 802.11b: Wired Equivalent Privacy (WEP)

Authentication Protocol Procedure

· Terminal sends Authentication request

· Access Point (AP) issues 128-bit challenge

· Terminal encrypts the challenge as a reply

· The AP decrypts the reply and responds with a success or failure authentication status

· Terminal sends an Association Request indicating who it wants to establish communication with (commonly the AP).

· The AP responds with an Association Response.

Hacking procedure:

· To gain entry an attacker must learn the network name or ‘Set Server ID’ (SSID) or ‘Extended Service Set ID’ (ESSID)
· SSID’s sent in clear text within certain management & control frames, including Beacon, Probe Request, Probe Response, Association Request, and Reassociation Request.  Even Closed System ESSIDs sent within (Re)Association transactions.
· Beacons may be turned off or may send null SSIDs

· Attacker then may listen for Association Request to learn SSID.

· Attacker may send Probe Request with spoofed address to obtain Probe Response with SSID.

· Attacker may download file via TFTP with AP configuration, including passwords, WEP keys, MAC address, SSID

· Next the attacker searches for encrypted frames that are mathematically weak: a small %

· This may take a few hours to several days depending on WLAN utilization

· It is impossible to detect sniffers because they are passive devices (listen-only)

· Some hosts may run Dynamic Host Configuration Protocol (DHCP), which dynamically allocates IP addresses to legal & invalid users.

WEP Security Problems

· Problem 1:  All users using an AP share the same secret key

· Once one key is uncovered, all communications can be deciphered

· Problem 2:  The Initialization vector is supposed to hide patterns in data but is too small & predictable to be useful

· IP has a repeatable patterns in header

· Problem 3:  Key is not sufficiently big enough to make difficult to crack

· Key length : 40 & 104-bit strength (40(64, 104(128)

· Usually 5 or 13 ASCII printable characters are mapped into a 40-bit or 104-bit WEP key: Keys are too closely related

· Problem 4: Authentication is based on MAC address – which can be spoofed

· Problem 5:  Only device authentication is used, not user, not AP

· Problem 6:  Integrity checking occurs via CRC-32, when bit in message changes, bit in CRC changes predictably.

· Problem 7:  Uses encryption only between terminal and access point.

Other problems:

· WEP lowers throughput

· WEP often not used (up to 85% of cases) or used with configuration defaults

802.11i: Wi-Fi Protected Access (WPA)

· Port Based Access (802.1X): User must authenticate

· EAP: Extensible Authentication Protocol: 

· Mutual authentication between authentication server (not AP) & wireless device

· Allows change of authentication mechanism: certificates, RADIUS, Kerberos, etc. – often without requiring client updates

· Prevents rogue APs, stolen equipment from accessing network.

· Improved Encryption Algorithms.  Select from:

· WPA:  Temporal Key Integrity Protocol (TKIP): 

· Dynamic rotation of encryption keys

· WEP-compatible: Uses RC4 Encryption standard

· Message Integrity Check (MIC): based on plaintext & source/dest MAC address

· New initialization vector (IV) offers good randomness

· WPA2: Counter Mode with Cipher Block Chaining Msg Auth. Code Protocol (CCMP)

· Uses stronger 128-bit AES encryption, required of IEEE 802.11i

· Not backward-compatible: requires h/w upgrade 

· More processor-intensive than RC4

Problems with 802.11i implementation:

· Interoperability:  Many authentication packages are possible

· Authentication packages must be implemented properly and available in devices.

Security Recommendations: 

· Preferably use WPA or WPA2 with EAP.

· Use WEP at a minimum with a larger key and change password daily

· Assume that hackers will get in (via AirSnort & WEPCrack tools)

· Place wireless networks outside the corporate firewall, use IDS.

· Avoid protocols that send passwords and data in the clear: rlogin, telnet, POP3.

· Use Virtual Private Network security to encrypt end-to-end and authenticate well

· Equipment can identify physical coordinates of an attack terminal

· Use personal firewalls on the client side

· Restrict wireless coverage to need-to-access by selecting antenna type (e.g., omni, directional) and position (vertical, horizontal) 

· Scan for rogue wireless access points and collect evidence

· Log suspicious events such as: probe requests, beacon frames, deassociate/ deauthenticate frames, associated but unauthenticated hosts, suspicious (E)SSIDs, frames with duplicated MAC addresses, multiple EAP authentication requests, out-of-sync frame sequence numbers, ARP spoofing.

· Metallic-based paint can reduce WLAN airwave propagation outside buildings.

Auditing Wireless Networks

· Audit Tools:
Nessus has some wireless-specific or compatible plugins

· NetStumbler/MiniStumbler, Kismet:  Detects rogue access points

Recognize tools exist for cracking WEP (and probably TKIP) and for creating fake Aps.

Audit Questions

· Is the best possible encryption/authentication algorithm used?

· Does a WLAN security policy exist?

· Has risk assessment been performed for the wireless environment?

· Are APs physically secure?

· Have administrators been trained in wireless security?

· Is there appropriate security infrastructure to protect applications? (e.g., Firewall, SSH)

· Is the AP cell size as small as possible?

· Have default settings (such as password, SSID) been changed?

· Are keys changed regularly, if WEP?

· Are protocol options enhanced for security (broadcast SSID, encryption)?

· Are the security options implemented in a safe way?

· Is DHCP used?

· Is logging performed and checked?

· Have past security attacks been learned from and corrected?

· Do clients use personal firewalls?

· Is AP protected from wired side (e.g., administration, SNMP, etc.)?

Perform audit from wired and wireless sides
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