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TCP Driver Program

CS 477/677 Spring 2010

Introduction to the TCP Project

1 INTRODUCTION

The TCP Driver is a test environment that allows a TCP programmer to develop and test a TCP protocol implementation.  The driver consists of a ‘Scheduler’ (or operating system), which repeatedly calls the Application 'task', a TCP 'task', an IP 'task', and a Driver ‘task’.  The Driver ‘task’ generates all primitives defined for each test, in the desired sequence and times, and submits them to TCP, as if the primitives were generated by the application or IP.  The Application and IP layers simply print the primitives that they receive from the TCP protocol code.  Thus, the Driver program is simply test logic for TCP.

The Driver generates an OPEN primitive and multiple data primitives of various types (i.e. SEND or IP_DELIEVER primitives) and queues these primitives to TCP for processing.  Each data primitive contains an application-layer text message.  The Driver-Application prints each primitive that it sends to TCP (labeled: TCP<-APP), and also each primitive that Application receives from TCP (labeled: TCP->APP). 

TCP logic has been started.  Currently it simply dequeues primitives from the Application output queue (appoutQ) and the TCP input queue (tcpinQ). When TCP receives an OPEN primitive, it generates a SYN segment, or when TCP receives a SYN segment, it generates a SYN+ACK segment.   Your job is to enhance TCP to support the tests described below.   
The IP stub program prints out each primitive/frame it receives from TCP (labeled: IP(TCP), and in some cases modifies, prints and loops the primitives/frames back to TCP to simulate a response from the remote TCP entity.  

1.1 TEST DESCRIPTIONS

Six tests need to be run for the project.  They are tests 1-6.  They should be run (eventually) to time 35.

Six tests need to be run for the project.  They are tests 1-6.  They should be run (eventually) to time 35.

For Test 1 the Application requests a connection-oriented channel by issuing an Active OPEN primitive.  TCP is expected to establish the connection using the proper TCP protocol with the remote side.  Then TCP will receive in-order segments, via IP_DELIVER primitives from IP.  TCP must forward the received data to the Application via RECEIVE_RESPONSE primitives, and acknowledge the segment to the remote TCP.  TCP will also receive RECEIVE primitives from the Application, which shall cause TCP to re-open its window.   Finally, the Application requests a disconnect using a CLOSE primitive.  TCP shall communicate the release with the remote TCP and respond appropriately back to the Application, with a CLOSE RESPONSE primitive, when it is completed.  

Test 2 establishes a connection-oriented channel by sending TCP a SYN segment from the remote side and TCP shall respond appropriately to bring up the connection.  TCP then receives SEND primitive primitives from Application and is expected to format IP_SEND primitives for the remote side using the appropriate TCP protocol.   TCP should ensure that it sends all segments with proper sequence values.  (Actually all segments/primitives should be properly formatted.)  Finally the test ends when TCP receives a FIN segment.  TCP shall indicate the release to the Application using the CLOSING primitive, await the CLOSE primitive from the Application, then continue to disconnect with the remote TCP using the appropriate protocol.

Test 3 sends and receives simultaneously using one connection.  The connection procedure will start via the remote side sending a SYN.  Then data will be both sent and received.  Both the send and receive sequence numbers and window values must be accurate for the bi-directional transmissions.  The connection will finally end when TCP receives a CLOSE from the application and then a FIN from the remote side.

Test 4 will have the remote TCP flow control the local TCP by using a window size of 35.  The test will start with TCP receiving an Active OPEN, as in test 1.  After connecting, the application will request data transmissions via SEND primitives.  TCP must format and send the data so that it never exceeds the window size.  When the remote size opens its window, any remaining data can be sent.  The test will end when the application issues a CLOSE, and a follow-up FIN is received from the remote TCP.

In Test 5 the local Application will request to establish a connection (similar to Test 4) and will issue one SEND with data after the connection is established.  The connection will then receive a FIN and a CLOSE.  TCP shall ack the received FIN.  TCP will not receive an ACK for the FIN it sends, and must retransmit.  Retransmit 3 times using exponential RTO.  Finally, after no acknowledgements are received, TCP should abort and send a CLOSE RESPONSE to the Application.

Test 6 sends and receives simultaneously using different connections.  Each connection shall use its own TCB.  The application provides the Connection ID or Prim.Local_ID in each primitive it issues, and must receive the correct Local_ID on each primitive it receives.  IP does not know about connections, and thus does not set the Local_ID field in the primitive.  The Local_ID must be determined from the source/destination IP and port addresses.  Much of this logic is already implemented.  See what needs to be enhanced to support it. 

Many more additional tests would need to be supported for a full TCP implementation.  However for this semester, when these tests have been run satisfactorily, the project is done.  This also means that the TCP logic need only support the situations described in the tests above.  (In other words, do NOT program the entire protocol.)
Many more additional tests would need to be supported for a full TCP implementation.  However for this semester, when these tests have been run satisfactorily, the project is done.  This also means that the TCP logic need only support the situations described in the tests above.  (In other words, do NOT program the entire protocol.)

1.2 TEST INPUT

The driver program asks for two inputs each time the driver is run.  

The first question is:  Enter Test Number:

You are expected to enter test 1 to test 6, as described above.

The second question is:  Enter Length of Time to Run:
This question asks how many time units the test should be run for.  Start with about 3-5 and increase.  In your final test runs, you should specify a length of 35.

1.3 OBTAINING CODE

The code may be found on the Linux system at /home/student/Classes/Cs477.  You may program in Java, C++, or C#, since simulators are available in all 3 languages.  Modify only the TCB and TCP classes.  DO NOT MODIFY DRIVER.  If you have questions or issues with how the simulator works, come talk to me first.
1.4 PROJECT DUE DETAILS

Please turn in one copy of your output of all tests, and one copy of your TCPstudent source file (and any modified include file) to the instructor in class.  Please also turn in your code electronically via submit.  The program deadline is indicated on my web page.

This program can be run on UNIX or Windows.  For a UNIX implementation, you can direct Java output to a file as follows:

% java tcpproj/DRIVER > test1.txt
Enter test number: 1

Enter length of time to run: 35

%

To easily produce a copy of the output on MS Windows, first enter MS-DOS.  Change directory to the directory where you have compiled your program for execution.  (Change directory is the 'cd ' command.)  Then execute your program executable, redirecting all output to a file (e.g. "test1.dat").  You can redirect output by using the '>' sign, similar to on UNIX.   For example below a student changes the directory to joe\cs455, then executes the C++ tcpdriver executable, directing all output to test1.dat.  The student runs test 1 for 35 time units:

c:> cd   joe\cs455\Debug

c:joe\cs455\Debug > tcpdriver > test1.dat

Enter test number: 1 
Enter test length: 35

c:joe\cs455 >

I will be happy to take a look at your test output to determine if you are on the right track or not, before the project due date.  Send me an email with your test output.  This is recommended to help find defects in the code.

Submit your TCP code and a copy of all output files.  To submit:


$  submit  477  TCB.java  test1.out  test2.out  test3.out 

Submit to the 477 directory even if you are a graduate student.

1.5 REFERENCES

In addition to the class notes, you will find the TCP specification useful.  It can be obtained for free at http://www.ietf.org .  Look for RFC 0793 (and optionally RFC 1122) in “RFC Pages”.  This reference includes a state diagram for TCP, as well as a description of processing and proper usage of primitives.
2 Design

This section includes all aspects of the design, including the architecture, class diagram, and other details.
2.1 Architecture

The architecture that is simulated includes the application, IP, a Timer task, and TCP.  The Driver contains all code relative to the application, IP, and the Timer.
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Figure 1: Simulated Architecture of the Driver
FIFO queues are used to queue Primitives between layers.  The queues that TCP shall use are provided in the existing TCP code and are shown above as appoutQ, appinQ, tcpoutQ, tcpinQ, and timerQ.  The Timer task sends primitives to TCP via the appoutQ.

2.2 Primitive Descriptions

Primitives are the mechanism for the layers to communicate with each other.  If a segment/frame is to be transmitted to the remote TCP, the primitive will include a SEGMENT, which contains the TCP header and application data to be transmitted.

Primitives used between TCP (( Application include:

· OPEN (PASSIVE) (App->TCP):  Accept connection request

· OPEN (ACTIVE) (App->TCP): Request a connection with IP address X port Y.  (Send a SYN.)
· OPEN_RESPONSE (TCP->App): Open was successful. (SYN/SYN-ACK/ACK sequence completed.)
· SEND (App->TCP): Request to send data.

· RECEIVE (App->TCP):  Request to open window or receive data (from Application) or delivered data (from TCP) 

· RECEIVE_RESPONSE (TCP->App): TCP gives Application received data.

· STATUS / STATUS_RESPONSE: Request status of connection. (not used)
· ABORT (TCP->App): Indicates error condition occurred causing a disconnect.

· CLOSE (App->TCP): Request to gracefully close the connection (Send a FIN)
· CLOSING (TCP->App): Indication that remote application is ready to disconnect (gracefully).  (Received a FIN)
· CLOSE_RESPONSE (TCP->App): The disconnect process is completed.  (All FIN-ACK sequences completed.)
Primitives between TCP (( IP:

· IP_SEND: TCP(IP
Request to send data



· IP_DELIVER:  IP(TCP  Indication of received data
Interface between Timer Task and TCP: Procedural or Primitive

· SET_RETX_TIMER: TCP(TIMER: Set a timer

· CLEAR_RETX_TIMER: TCP( TIMER: Cancel timer

· EXPIRE_RETX_TIMER: TIMER(TCP: Timer expired

2.3 Class Design

This section includes a description of the classes, and a class and sequence diagram showing the initial implementation.
TCP: This class operates the high-level code for TCP.  It fetches a primitive off one of its input queues (appoutQ or tcpinQ), finds the appropriate TCB to work with, and processes the primitive according to the TCB’s state.
TCB:  One TCB object exists per TCP connection.  This class contains information about a TCP connection, such as state, send and receive sequence numbers, source and destination IP/port addresses, etc.  The TCB class also contains the state-driven logic that reacts to primitives as they are received.
SEGMENT:  This class represents a packet.  It contains space for the Application data, as well as the TCP header.  Formatting definitions exist for the TCP header.  The SEGMENT is passed between protocol layers using a PRIMITIVE.

PRIMITIVE:  This class is a directive from one layer to another, allowing orders or information to be sent between layers.  The PRIMITIVE class is a superclass, from which derived or subclasses exist.  The PRIMITIVE class shall be used for the following types of TCP<->Application Primitives: Receive, Open_Response, Close, Close_Response, Closing, and Abort.
OPEN_PRIMITIVE:  This derived class is used by the Application to request TCP establish a connection with the remote side.  Once TCP establishes the connection (via the SYN, SYN/ACK, ACK sequence) TCP shall report to the Application using a Open_Response Primitive.
DATA_PRIMITIVE:  This derived class allows a SEGMENT (or data packet) to be attached.  Since systems software engineers want to minimize processing for common code (such as processing data), it is best to avoid newing and deleting dynamic memory.  Instead, it is better to reuse primitives at TCP, if possible.  Therefore, since the application knows that each primitive may be sent to IP, it is most efficient to include an IP header in each data primitive the application generates.  Therefore, the DATA_PRIMITIVE is never used: the application is willing to deal with the IP_PRIMITIVE – therefore, use the IP_PRIMITIVE below.
IP_PRIMITIVE:  This class inherits from DATA_PRIMITIVE and includes all the information required to pass a primitive directive from the application, through TCP, and down to the IP layer (and back up again).  This Primitive type should be used for (TCP<->Application) Send, Receive_Response, and (TCP<->IP) IP_Send, and IP_Deliver.
RETRANSMISSION_TIMER:  This PRIMITIVE subclass is used to send the SET_RETX_TIMER, CLEAR_RETX_TIMER, EXPIRE_RETX_TIMER Primitives.  A Retransmission Timer is set whenever TCP data is sent for which a reply is expected (e.g., Data, SYN, FIN), unless a timer is already running for the same type of data.  When the acknowledgement is received, the timer is cleared with a CLEAR_RETX_TIMER.  To set or clear the timer, a start time (the current time) and the expiry time must be included.  At the designated time, TCP receives back an EXPIRE_RETX_TIMER on the appoutQ.

A FORCE timer also exists.  This timer is used if TCP is packing small packets into larger segments for transmission.  Some timer expiry occurs to ensure waiting data is not held for a long delay. To set or cancel a FORCE_TIMER, create a RETRANSMISSION_TIMER primitive, but set the primitive type to SET_FORCE, CLEAR_FORCE, etc.  When the timer expires, a EXPIRE_FORCE_TIMER primitive will be received on the appoutQ.
DRIVER:  The Driver generates Primitives for TCP as per each test.  The Driver also contains logic to represent the Application and IP, and prints any Primitives, with or without Segments, that they send or receive.  The Driver also includes a Timer Task which processes Timer Primitives.  Students are not to make any changes to the Driver, unless expressly authorized.  

The only classes that can be modified by the student in the TCP Driver Project include TCP and TCB.
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Figure 2: Class Diagram

For details on specific functions or attributes, see the website: www.cs.uwp.edu/Classes/Cs477/tcpproj  
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Figure 3: Sequence Diagram: TCP Receives OPEN_PRIMITIVE

Upon receiving an OPEN_PRIMITIVE, TCP finds the appropriate TCB (using the connection_id as an index into the array of TCBs) and calls process_tcp_out().  The current state for the TCB is Closed, so the function closed_state_out() is called. 

Closed_state_out() will want to send a SYN SEGMENT within an IP_PRIMITIVE, but recognizes that it cannot reuse the OPEN_PRIMITIVE it has received.  Therefore it must delete the OPEN_PRIMITIVE after copying the relevant destination address from the primitive into the TCB.  (The TCB is the storage area for this connection.)  

Next Closed_state_out() formats a SEGMENT, which will contain the SYN segment/packet.  The format() routine copies TCB header information into the SEGMENT header.  An IP_PRIMITIVE is newed and a SEGMENT is passed to its constructor: the SYN SEGMENT is thus attached to the IP_PRIMITIVE.  The IP_PRIMITIVE is delivered to IP via the send() command on the tcpoutQ.  
Next, a REXMIT_TIMER is allocated and initialized to expire rto_ units from now.  The timer will ensure that if an SYN-ACK is not received for the SYN, the SYN will be retransmitted.  The primitive is sent to the Timer Task using a send() to the timerQ.  When/(if) the SYN-ACK is received back, the CANCEL_REXMIT_TIMER primitive will be sent to the timerQ.
2.3.1 Timers

The driver program supports a Timer task, which is driven by timer primitives.  The Timer task supports only one outstanding timer at a time.  This should be sufficient for this project, which should only support the retransmission timer.  The three Retransmission Timer primitives include:

· SET_RETX_TIMER: TCP->TIMER sets the timer.

· CLEAR_RETX_TIMER: TCP->TIMER clears any current timer

· EXPIRE_RETX_TIMER: TCP<-TIMER: Timer notifies TCP the timer has expired.

The Force Timers exist to ensure application data is eventually transmitted, if small packets of data are held for any duration of time.  (This is only necessary to implement when the instructor includes tests that specifically ask for it.)  The primitives include:

· SET_RETX_TIMER: TCP->TIMER sets the timer.

· CLEAR_RETX_TIMER: TCP->TIMER clears any current timer

· EXPIRE_RETX_TIMER: TCP<-TIMER: Timer notifies TCP the timer has expired.

The timers are queued to the Timer task using the timerQ.   The Timer task will queue primitives back to TCP on the appoutQ.

2.4 REAL-TIME PROGRAMMING NOTES

This section contains some programming notes in dealing with real-time software.
2.4.1 Expected Implementation

See the TCP implementation options in the appendix.  Please implement the options specified with an *.  These are the simplest options and provide you the best chance of success.  Due to lack of time for a more complete job, implement only the following:

· State-driven connection and release procedures.

· Data transmission / acknowledgments with valid sequence numbers. 

Depending on the semester’s requirements, the following implementations may need to occur:

· Flow control implemented using window advertisements.

· Recognition of missing or duplicate sequence numbers on segments received.

· A static (i.e. not dynamic) retransmission timer.  Do implement the backoff process.

You are expected to modify the TCP/TCB code.  There is no reason for you to modify any part of the driver.

2.4.2 Buffer Usage

Certainly in C++ (and even in Java), proper maintenance of buffers is critical.  Buffers or primitives that are allocated must be eventually deleted, otherwise a memory leak occurs and eventually the system will run out of buffers.  I use ‘new’ and ‘delete’ to create and destroy primitives and segments respectively.  TCP is in control of any buffer that it receives off a queue.  Any primitive or segment that TCP queues to another layer, is no longer in TCP's control, and thus cannot be reused again by TCP!!!  Thus, TCP must be careful to reuse and resend a primitive/segment it receives from another layer, or delete it.  Any buffers allocated by TCP and sent to another layer will be deleted elsewhere, and is no longer TCP’s concern.

For C++ implementations, a simple function: allocate_segment() has been provided which allocates a segment (using new) and prints an error message and exits if the operating system does not have sufficient memory.  

2.4.3 Real Time Aspects of the Implementation

Although object-oriented design and inheritance is an excellent implementation for most program applications, TCP requires instead a state-driven design.  TCP also does extensive copying from control blocks to primitives and segments.  To enable much of this copying to occur easily, many primitive and segment attributes are public, to avoid long function parameter lists. 

Real-time systems differ from general applications, since they must be very efficient.  Thus, it is advisable to avoid byte-by-byte copies of packet contents.  It is advisable to reuse primitives as much as possible (instead of newing and deleting them at each layer).  To accomplish this, each primitive containing data is always allocated as an IP_SEND or IP_DELIVER regardless of layer, but only the appropriate fields or attributes are specified at that layer.  Thus a SEND primitive at the Application Layer is already programmed as an IP_SEND primitive when passed to IP, but just needs its primitive type updated.  This implementation, using inheritance, avoids the reallocation of primitives and copying of data at each layer.
2.4.4 States

It is imperative that you explicitly support state processing.   First dequeue a primitive from a queue, then switch on state, then switch on primitive and/or segment type.  Some initial code has been provided.
2.4.5 Compiling and Running the code

Both sets of code can be found in the directory: /home/student/Classes/Cs477 within either /c++ or /tcpproj (for java) or /tcpproj.NET (for C#).

For the Java code, all files must be in a directory labeled tcpproj.  This is the name of the package.  All compiling and executing of the package must occur outside the package, at the directory level that contains the tcpproj directory.

To compile all files:


javac tcpproj/*.java
To run:



java tcpproj/DRIVER

To run and store output to a file called file1:


java tcpproj/DRIVER > file1

For the C++ code, run the compile file and execute as follows:


compile


tcpdriver > file1

Note that when you compile you may see a number of “Assignment of negative value ‘-1’ to ‘TIME’.  Please ignore these warnings.  Executing as follows stores all output to the file ‘file1’.

For C# .NET code, copy the tcpproj.NET directory and contents onto your computer.

2.4.6 Coding Standards

In the Java version of the code, normal class attributes are appended with an underscore_.   All final attributes and class names are entirely in capital letters.  All static non-final class attributes and function parameters have no appended underscore_.  

In the C++ version of the code, normal class attributes are appended with an underscore_.  Class names and static definitions (e.g., enumerations) are defined in capital letters.  All structure attributes and function parameters have no appended underscore_.

3 Active Learning Lab
Assume the following test description:
For Test 1 the Application requests a connection-oriented channel by issuing an Active OPEN primitive.  TCP is expected to establish the connection using the proper TCP protocol with the remote side.  TCP starts a timer and sends a SYN segment.  The remote end responds with a SYN-ACK.  When TCP receives the SYN-ACK it has received: 1) an ACK for its SYN, and 2) a SYN request, which TCP must ACK.  Thus, TCP should stop the timer (since the SYN is no longer outstanding) and send an ACK.  TCP must also indicate to the Application that the connection is now established.  It will do that by sending a PRIMITIVE with primitive-type = OPEN_RESPONSE to the Application.

If we run test 1 we can see that at Time 0 the Application sends an ACTIVE_OPEN primitive, printing out the primitive before it is sent.  TCP receives the primitive in the CLOSED state of the TCB class.  Since TCP is receiving it from the application, it is an outbound primitive (or received off of the AppOutQ).  TCP will process it in the function where it processes outbound primitives in the CLOSED state.  Find this code.
A)  The name of the function that processes the ACTIVE_OPEN prim (in TCB) is:

TCP must now save off all of the information about the connection into the TCB from the ACTIVE_OPEN into the Transport Control Block (TCB) so that TCP can remember information about the connection for future use.  These fields will NOT need to be saved off in the future, except to record the receive parameters from the remote TCP (sequence number and window).  

B)   What parameters does TCP record from the application, and what are their initial values?

Now TCP must act on the ACTIVE_OPEN.

C)  The two primitives that TCP sends in response to the OPEN_ACTIVE, and the queues they are queued to include:

As a result of receiving the OPEN_ACTIVE primitive in the CLOSED state, and sending the SYN packet, TCP must now change state.  Look at the TCP state diagram to determine which state is the next state to transition to.  Is this state being set correctly in the code?  If not, correct the code.
D)  The new state is:  
When we run the code, we can see what TCP gets back from the ‘remote TCP’ via IP.  

E)  What does TCP receive back from the remote TCP, after it has sent the SYN?  
F)  This packet that is received back, is received first by IP and thus is received on TCP’s input queue (TCPinQ).  The proper procedure to handle it would be the new state that we just set.  What is the name of the method where this incoming packet should be handled?

G)  According to the TCP state diagram for the new state we are currently in, what are we supposed to do when this packet arrives?  Do we send anything?  If so, reformat the IP_PRIMITIVE you just received, and send it to IP on the TCPoutQ.  

Do we need to set a new state?  Be sure to modify the code to behave according to the TCP state diagram.
What you should have modified the code to do, in response to the SYN-ACK received in SYN-SENT state, is to send an ACK to IP and set the ESTABLISH state.  However, you are not done.  You need to do 3 other things:

1)  From the received SYN-ACK, save off their beginning Send Sequence number from their SEGMENT.  Also, increment your Send sequence number, since you are ready to send your first packet.

2) You should also create a PRIMITIVE with a Primitive-Type of OPEN_RESPONSE and a status of SUCCESS. You want to send this to the Application, so put it on the AppInQ.  This will tell the Application that the connection is established, and it can now send DATA_PRIMITIVEs.  Write this code now.
3) You also want to stop the TIMER, since you have received the ACK to your SYN, and will not need to retransmit.  To stop the timer, you must create a REXMIT_TIMER primitive, and set the Primitive Type to CANCEL_RETX_TIMER.   You will send the REXMIT_TIMER to the same queue that you did in answer C) above.
You should now expect to receive – and process – input data from the remote TCP.  You will forward this data to the Application, and send an acknowledgement back to the remote TCP.  But our lab is done – and your homework has begun.

4 Appendix: Implementation Policy Options

Send Policy: When TCP sends user data

· Each write by application results in a segment being sent (if window open)*

· Send when buffer full or time-out occurs

Deliver Policy: When TCP delivers to destination user

· Deliver to application when segment is received*

· Buffer many segments before delivery

Accept Policy: What to do when segments received out-of-order

· In-order: Discard out-of-order segments (and wait for retransmission).*

· In-window: Accept segments within receive window and buffer until in order.*

Retransmit Policy: How do retransmissions occur?

· First-only: Maintain one retransmission timer for first segment on the retransmission queue

· Batch: Maintain one retransmission timer for entire queue*

· Individual: Maintain one timer for each segment in queue.

Acknowledge Policy: When to send acknowledgment.

· Immediate Ack: Send ack when data received.*

· Cumulative: Piggyback ack if possible*, else send ack upon window timer expiration

* Implement these policies (which are the simplest to implement).  In some cases you have a choice, if multiple options for a policy include a *.
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