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Transport Layer


Computer Communications & Networks
Transport Control Protocol

Text:  Data and Computer Communications, 8th Edition, William Stallings

Chapter 20

http://www.ietf.org .  Look for RFC 0793 (Opt. RFC 1122) in “RFC Pages”
Objectives:
The student shall be able to:

· Define endpoint, socket, segment, piggybacking, primitive.

· Describe how connections are established and disconnected, and the purpose of the three-way handshake.

· Be able to complete TCP ladder diagrams, providing sequence numbers for acknowledgments and window advertisements.

· Describe how retransmission works in TCP using an adaptive retransmission algorithm and backoff algorithm.  Be able to calculate the RTO given equations.

· Define the difference in purpose between flow control and congestion control.

· Describe Slow Start and Silly Window congestion control solutions.

· Define the purpose of each field in the TCP header.

· Be able to work with a TCP state diagram.

· Be able to implement a simple version of TCP with state-driven software.

· Describe why an application would choose to implement UDP, and describe the basic differences between TCP and UDP.

Class Time:
The class shall be conducted as follows:


Intro





1 hour


Connection Management


½ hour


Retransmission



½ hour


Congestion Control



½ hour


Implementation: Primitives & States

1 hour


UDP





½ hour


Exercises




½ hour


Project Description: Document

½ hour


Project Description: Code


½ hour

Total:





6 hours

Transport Control Protocol

Transport Protocols include:

· TCP (Transport Control Protocol): connection oriented ( Reliable

· Purpose: The transport service is more reliable than the underlying network service

· UDP (User Datagram Protocol): connectionless ( Unreliable


Data Link Layer


Transport Layer















slow








  slow

Review:

Data Link Layer & Transport layer are responsible for retransmissions

IP: 

· Multiple routes

· Unreliable: Discard due to congestion

Questions concerning transmissions from A(E:

· How many routes are possible?

· Will the delay be consistent in sending A(E?

· What should the retransmission timeout be?

· Can packets be received out-of-order?

· What should the window size be?

· Is flow control important at this layer?

Overview of TCP Features

Characteristics of TCP:

· Stream Orientation: Stream of bits divided into 8-bit octets

· Virtual Circuit Connection: Connection oriented, reliable, point-to-point, graceful disconnects.

· Buffered Transfer: TCP can create segments as it sees fit.

· Unstructured Stream:  Application must agree on stream format before it initiates a connection

· Full Duplex Connection: Send and receive simultaneously using piggybacking.

Addressing: TCP Addresses the Application

· Port Address: TCP/IP 16-bit application address.

· Eg. 128.3.2.3, 53

· Endpoint = Socket = Station (IP) Address + Port Address

· Connection on a Socket pair = Sender & Receiver IP address & Port

Addresses can be:

· Configured into the system

· Well-known: FTP (21), SSH (22), Email (25), HTTP (80), HTTPS (443)
· Found via name server

· Generated by a Remote Job Management process

Stream Oriented Data Transfer:
Protocol characteristics:

· Segment = TCP packet
· Sliding window protocol allows multiple segments to be outstanding

· Piggybacking (acknowledgments on data) reduces number of segments sent.

Sequence Number Implementation:

· Cumulative acknowledgment scheme

· Sequence numbers specify first byte number, not segment number.

· Example:  First segment has sequence number 0 and is 1000 bytes long.

· Second segment has sequence number 1000 and is 400 bytes long.

· Third segment has sequence number 1400 and is 50 bytes long.
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Problem:  A delayed data segment can appear as new data.

Solution:  Use 32-bit send & receive sequence numbers

· Initiate connection at sequence numbers far removed from last connection's sequence numbers.

· (With very fast or delay-prone lines, 32-bit sequence numbers are inadequate, and option to shift sequence number is used.)

Buffering: Forwards data upon:

· Segment full OR

· Push flag set 

· Send side: Transmit outstanding data

· Receive side: Deliver data to application

· Example: keystroke-sensitive applications

· Nagle: Ack received

Prevents application from sending short segments frequently
Flow Control:
Purpose: Flow control remote application to limit local buffer usage
Possible forms include:

· Discard buffers

· Refuse to accept segments from the network service

· Credit allocation: Allocate primitive indicates number of octets sender may send

TCP’s Credit Allocation Flow Control Scheme

· Window advertisement: Indicates the number of octets the receiver can accept.

· AN=j, W=k: Expecting byte j next, can accept up to byte j+k-1.

· Window = 0: Stop sending data!

Example: Piggybacking: Complete the example for Side B.
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Urgent Data: Bypasses flow control mechanisms.

· Example: CTRL-C

· Urgent pointer in TCP header specifies end of urgent data

Connection Management

· Connection Establishment: Connects a pair of sockets with specified security and precedence.

· Ensures other end exists

· Allows negotiation of optional parameters

· Triggers allocation of resources: buffers, control block.

· Connection Termination: Provides graceful close and abort.

Connection Handshake

· Use 3-way handshake to ensure no out-of-date delayed SYN flags received:
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Sequence Numbers:

· Need to avoid delayed segments from other connections.

· First sequence number shall be randomly selected.

Example Connection Establishment Primitives (from Application):

· Active Open or CONNECT: Initiate a connection.

· Send a SYN with random sequence number.

· Set SYN_SENT state.

· Unspecified Passive Open or LISTEN: Accept any incoming request for connection.

· Set LISTEN state

· Fully Specified Passive Open:  Accept an incoming request for connection from specified socket.

· Set LISTEN state

Notes:

· An Active Open primitive causes SIDE A to send the SYN.

· SYN often includes only 1 sequence # (for SYN) and lists maximum RX buffer size (Maximum Segment Size).

· If Side A receives a SYN j-ACK k+1 but does not have SYN outstanding, Side A sends a RST ACK j to Side B.

· A retransmitted SYN may be received due to buffering in the network.

Connection Termination

Asymmetric Release: When one side disconnects, the other must disconnect

· Possibility of lost data

Symmetric Release:  Each side disconnects, indicating it has no further data to send
· Graceful, no lost data
Example of Normal Termination
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(Assumes each segment contains 200 bytes of data.  FIN can contain data.)

Example of Collision
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Example of One Side Restarting
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Connection Termination Primitives:

· Close: Graceful termination using Symmetric Release

· Local TCP sets FIN (Finish) flag for remote TCP and sets FIN WAIT state

· Remote TCP delivers all outstanding segments to user and sends ACK to FIN.

· Remote user completes sending everything it wants to.

· Remote user responds with Close primitive.

· Remote TCP sends FIN flag to local TCP entity and enters Last ACK state

· Local TCP entity replies with ACK and starts a timer = twice maximum segment lifetime, to ensure any delayed segments expire.

· Abort: Close connection abruptly in both directions; releases resources.

· Local TCP sets RST (Reset) flag.

TCP Header Format

Header fields:

· Source Port: 16 bits

· Destination Port: 16 bits

· Sequence Number:  Send Sequence #: 32 bits.

· Each byte has a sequence number.

· Specified sequence number is for first byte of data in segment.

· Example: SN= 300 and segment contains 200 octets.  Next SN=500.

· Acknowledgement Number: Receive sequence #: 32 bits

· Octet in data stream expected next.

· Piggybacked

· Acknowledges all data to N-1

· Data Offset: Header length: 4 bits

· Number of 32-bit words in header

· Reserved: For future use: 6 bits

· Flags: 6 bits

· URG: Urgent pointer field is significant

· ACK: Ack. field valid

· PSH: Deliver data on receipt of segment.

· RST: Reset connection.

· SYN: Synchronize sequence numbers.

· FIN: End of byte stream

· Window: Flow control credit allocation: 16 bits.

· # of octets ready to receive relative to Ack field.

· Checksum: Over TCP header & data, and IP pseudo-header: 16 bits

· One’s complement of sum modulo 216  

· Pseudo-header includes: IP source, destination addresses, protocol, segment length field

· Urgent Pointer: 16 bits

· Points to last octet of urgent data

· Options: May be included to negotiate parameters.

·  Default maximum segment size: 536 octets.

Discussion:

What does checksum cover and why?

What is minimum length of TCP header?

What is the maximum length of the options?

Retransmissions

Connection-Oriented: TCP delivers segments in order to application, no duplicates or missing segments.

Solution:

· Selective Repeat: May buffer out-of-order segments

· Checksum over entire segment ensures segment not modified.

Selective Repeat

· When out-of-order segment(s) received, send ack(s) for expected data.
· Repeated acks indicates that data is missing, but later transmissions were received. 
Data 200

Data 400




Ack 400

Data 600

Data 800




Ack 400

Retransmission Timer

Two timer types:

1.  Static Retransmission Timer: Value of timeout does not change

2.  Adaptive Retransmission Timer: Value increases / falls with congestion.

· Best option for Internet.

Discussion: Should a dynamic timer be applicable to a node or per VC?

Exponential Average:

Gives more weight to most recent round trip samples.

Equation: 

SRTTK+1 = (1-() * SRTTK + ( * RTTK+1
Where: SRTT = Smoothed Round Trip Time

( = weight factor = 1/8 = 0.125 (spread over approx. 10 values)

What would be the effect if ( took larger values?

RTOK+1 = SRTTK+1 + C


Where: C=Constant



RTO=Retransmission Timeout

Problem: Good for stable networks only.

Variance Estimation: Jacobson’s Algorithm

The RTO calculation does not adjust to widely varying queue lengths and congestion.

SERRK+1 = RTTK+1 – SRTT K 
SDEVK+1 = (1-() * SDEVK + ( * | SERRK+1 |

RTOK+1 = SRTTK+1 + 4 * SDEVK+1 

Where:
 ( = ¼ = 0.25

Example:

	RTT
	SRTT
	SERR
	SDEV
	RTO

	
	0
	0
	0
	0

	10
	1.25
	10
	2.5
	11.25

	12
	2.59375
	10.75
	4.5625
	20.84375

	15
	4.14453125
	12.40625
	6.52344
	30.23829

	10
	4.8764648
	5.855469
	6.356445
	30.30229

	5
	4.8919067
	0.1235352
	4.792178
	24.0848


Other Refinements

What RTO value should be used on a retransmitted segment?

Which round-trip samples should be used as input to Jacobson’s algorithm?

Retransmissions are usually due to Congestion:

· Delayed transmission

· Dropped packet

Solution: Use backoff process

· Binary exponential backoff: RTO = q * RTO  where q = 2

· Example RTO=2.5; 5; 10; 20; 40

Time
Packet

1
SYN

2
SYN

4
SYN

8
SYN

Karn’s Algorithm

· Problem: If a segment is retransmitted, which segment does an ACK apply to?

· Solution:

1. Do not use the RTT for a retransmitted segment to update SRTT and SDEV

2. Use Backoff RTO when retransmission occurs

3. Use Backoff RTO for subsequent segments until ACK is received for singly-transmitted segment.

What advantages are there to delaying acknowledgments?

· Piggyback ack on transmission

· Additional segments may arrive

· Application read empties buffer

Solution: delay acknowledgment for <= 500 ms.

Discussion: Why not delay longer?

Congestion Control
Flow Control: Considers limited buffer space at receiver host

· Based upon window credit advertisements
Congestion Control:  Limits congestion in network

· Slow Start: Prevents flooding of data into network

· Silly Window: Discourages small, inefficient segments

Slow Start

· Should a new connection send segments to fill window upon connection start-up?  May flood Internet

Equation:


Awnd = Minimum(Credit, Cwnd)


Where: Awnd: Allowed window



Credit: Credit granted by remote side in most recent Ack (Flow control)


Cwnd: Congestion window 
At connection start-up:

1. Cwnd = 1 max buffer until acknowledgment

2. When acknowledgment is received increment Cwnd until congestion threshold reached.

· Effect: grows exponentially

3. After threshold: Increase Cwnd by one for each round-trip time.
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Multiplicative Decrease Congestion Avoidance:

· For each segment lost or ICMP Source Quench received, cut Congestion threshold to ½, and start again: set congestion window to one max buffer.

Result: During congestion TCP:

· Reduces traffic exponentially

· Reduces rate of retransmission exponentially

· Slow Start re-opens window gradually

Clark’s Silly Window Syndrome

1.  What happens when application reads one byte at a time?

2.  TCP receiver could advertise a window of one octet to sender

3.  Sender can send one byte to receiver

Solution: 

· Sender: Delay sending segment until a significant amount of data is available or ack received

· Receiver: Delay opening window until a significant amount of buffer is available.

Nagle’s Algorithm:  Prevents application from sending small segments frequently

· Partial buffers are not sent until ack is received for previous buffer.

Implementation

Example Primitives between TCP (( Application

· PASSIVE_OPEN (App->TCP):  Accept connection request

· UNSPECIFIED_PASSIVE_OPEN: Accept request from any process.

· FULL_PASSIVE_OPEN: Accept request from port Y, IP address X.

· ACTIVE_OPEN (App->TCP): Request a connection with IP address X port Y.

· OPEN_RESPONSE (TCP->App): Open was successful.

· SEND (App->TCP): Request to send data.

· RECEIVE (App->TCP):  Request to open window or receive data (from Application) or delivered data (from TCP) 

· RECEIVE_RESPONSE (TCP->App): TCP gives Application received data.

· STATUS / STATUS_RESPONSE: Request status of connection.

· ABORT (TCP->App): Indicates error condition occurred.

· CLOSE (App->TCP) / CLOSING (TCP->App): Gracefully break down connection.

· CLOSE_RESPONSE (TCP->App): The disconnect process is completed.

(format follows: Application ( TCP / TCP( Application)

Data passing: TCP (( Application:

· Producer Consumer semaphore implementation OR

· Message passing

Primitives between TCP (( IP:
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Interface between Timer Task and TCP: Procedural or Primitive

· SET_RETX_TIMER: TCP(TIMER: Set a timer

· CLEAR_RETX_TIMER: TCP( TIMER: Cancel timer

· EXPIRE_RETX_TIMER: TIMER(TCP: Timer expired

· KILL_TIMERS: TCP(TIMER: Kill all pending timers.

Finite State Machine Implementation

· An Event in a particular State dictates Actions and a change of State: Notation: Event/Action  ( State
· Matrix form: See figure 6-21 of text

· State Diagram:  See figure 6-22, 6-33 of text

Other implementation considerations (from Comer, TCP/IP Vol. II):

· Use semaphores to implement critical sections

· Use message passing or ports to implement passing primitives between layers.

· Messages list events for receiving layer

· How many processes / threads to implement?

· TCP: 3 processes/threads: input, output and timer.

· IP: One process (UDP can be procedure call from IP)

· Application: One process per application

· Transmission Control Block: One structure per VC. Includes (but not limited to):

· State: Initialized to Closed

· Remote_IP_address, Remote_port

· Retransmit, Keepalive, Persist timeout_values.

· Next_send_seq_num, Next_receive_seq_num, Window_open

· Send/Receive buffers

States:

CLOSED: No Active Open or Passive Open has occurred.

· TCB allocated: Reply to all with RST.

LISTEN: Local TCP has received a Passive Open and is waiting for a SYN.

· Upon entering state, allocate/initialize a TCB

· Ignore RST since no connection is open.

· Reply to SYN with ACK and set SYN_RECEIVED state 

SYN_SENT: Local TCP has sent a SYN and is awaiting an ACK.

· Process incoming SYN with or without Data, ACKs.

· Reply to SYN with ACK and set state to SYN_RECEIVED.

SYN_RECEIVED: Local TCP has received a SYN from remote TCP 

· Process incoming data, acknowledgments and window advertisements.  

· Set Established state when ACK or Data is received.

ESTABLISHED: Both sides have sent a SYN and received corresponding ACKs.

· Process incoming acknowledgments, window advertisements and data.

· Process outgoing SENDs, inserting acknowledgments, window advertisements and data.

· Reply to FIN with ACK; Send end-of-file or CLOSING primitive to application, change state. 

· Reply to SYN with RESET.

FIN_WAIT-1: Application issued CLOSE, local TCP sent a FIN, and local side is now awaiting a response.

· Next state will be set depending on whether a FIN or ACK or both arrive.  See state diagram for solution. Delay transition to next state until all outstanding data has been received.

· Retransmit FIN  upon timer expiry.

FIN_WAIT-2: Local TCP has sent a FIN and received an ACK.  Local TCP is waiting for a FIN.

· If FIN is received can proceed to TIME-WAIT once all outstanding data has been received.

· Reply to (retransmitted) data with acks.

CLOSE_WAIT: A FIN was received from remote TCP and local TCP is now waiting for CLOSE from local application.

· May send DATA to remote TCP

· May receive acks or window advertisements from remote TCP.

CLOSING: Collision of FINs occurred.  Local TCP is waiting for an ACK to its FIN.

· Reply to (retransmitted) FIN or DATA with ACK.

· Process all ACKs received.

· Retransmit FIN upon timeout.

LAST_ACK: Local TCP received FIN and CLOSE, and is waiting for an ACK to the scheduled or sent FIN.

· Retransmit the FIN if no reply is received within a timeout period.

· Process received ACKs for data/FIN and incoming window advertisements.

TIME-WAIT: After graceful close on both sides, wait 2 * segment lifetime for cleanup.

· Reply to (retransmitted) data with acks.

· Reply to SYN with RST.

Notes:

· If in any disconnect or ESTABLISHED state, reply to SYN with RST and proceed to CLOSE.

· When RST received go directly to CLOSED state from any state.  Can deallocate TCB.

Output Sub-States

Example states driving a TCP Output Process (within Established state) include:

IDLE: No outstanding data to be sent or acknowledged.

· Set TRANSMIT state if SEND received.

TRANSMIT: Application has issued SEND for which Data is being buffered, sent or awaiting ACK.

· Set RETRANSMIT state if retransmit timer expires.

· Set PERSIST state if remote TCP closes window and segments need to be transmitted.

RETRANSMIT: A retransmission timer is expired – wait for ACK to be received.

· Set TRANSMIT state if ACK arrives for retransmitted data.

· Set IDLE state if all ACKs have arrived and no data queued.

PERSIST:  Window is closed = 0.  Wait until window opens.

· Retransmit Data segment periodically to force an ACK from remote TCP.

· Enter Transmit state when window opens.

UDP

Connectionless Applications:

· Data collection: Periodic sampling of data sources

· Data dissemination: Announcement of routing updates, clock values

· Request/Response: Simple transactions to servers

· Real Time Applications: No delay

Header Layout

· Source Port: Port address. 0 if no reply requested.

· Dest. Port:  Port address

· Length: Total # of octets including header.

· Checksum: Over UDP datagram: header & data, plus IP pseudo-header.  0 if not used.
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