PAGE  
10
Network Layer


CS 477/677 Computer Communications & Networks
The Network Layer: IP
Text:  Data and Computer Communications, 8th Edition, William Stallings

 Chapters 18-18.5, 12, (optional: 19.2-19.4)
Objectives:
The student shall be able to:

· Define flooding, multicast, broadcast, unicast, datagram.

· Describe the differences, and advantages/disadvantages of connection-oriented, connectionless.
· Find optimal routing paths using a Shortest Path First or Link State Routing algorithm.

· Diagram an example of hierarchical routing.

· Describe how addressing works with IP version 4 and version 6.  Explain the different classes of addresses used in IPv4, and define network ID and host ID.

· Describe how CIDR, subnets and routing tables work. 

· Build a subnet routing table for an example network.

· Define Time To Live, and why it is used.

· Solve a fragmentation/reassembly problem for IP version 4.

· Define the use of each of the fields in an IP version 4 header.

· Define the functions of Ping, Traceroute, ICMP, BGP, OSPF, ARP, DHCP, DNS
· Define four qualities of Quality of Service.

· Define SLA, Differentiated Service.

Class Time:
The class shall be conducted as follows:


Intro to Networks & Routing


½ hour


Shortest Path First



½ hour


Intro to IP – Addressing, Routing

1 hour


Fragmentation/Reassembly


½ hour


IPv4 Header Format



½ hour


IP Software & Lab



1.5 hour


IP Version 6




½ hour


Total





5 hours

Intro to Network Layer
The Network Layer’s main functions include:

· Addressing host nodes

· Routing packets from a source to a destination node

Secondary functions may include:

· Assuring quality of service (e.g. delay, packet loss)

· Fragmenting/reassembling packets

· Congestion Control
Basic Routing Philosophies

Who to send to?
Routing strategies can be categorized by the set of destinations a packet is sent to:

· Broadcast:  Packets sent to all nodes in the network

· Flooding:  A node forwards a packet in all directions except the arriving direction

· Optimized Flooding:  A node forwards any particular packet only once (not every time it receives it)

· Multicast:  Packets sent to a select set of nodes in the network; membership
· Unicast:  Packets sent to a single destination

Should Routes be Fixed versus Dynamic for a Connection?
Routing strategies may be Connection-oriented, or Connectionless:
Connection-oriented:  A connection/fixed route is established throughout the network before packets are sent.  All packets in the session follow the fixed route.
Advantages:

· Dedicated resources may be explicitly allocated for real-time sessions, enabling higher quality of service to be met, as well as controlling congestion.

· Packets are received in order

· Packet headers require smaller addresses, requiring less bandwidth

Examples:  ATM, Internet Integrated Services: Resource reSerVation Protocol (RSVP)
Connectionless:  Each packet is routed of its own accord, and may take different paths from other packets traveling from the same source to the same destination.

Advantages:

· Tolerates a routing node failure.

· No delay in setup

· Routing is common to all users – no memory need be allocated per session

Examples: Internet (vanilla)
How often does Routing Table change?
Static Routing

· Manually configured

· Useful for simple networks and most host computers

Dynamic Routing

· Routing table is changed dynamically and automatically.

· Routers inform other routers what networks they are connected to

· Routing daemon: Runs the routing protocol

· 2 varieties:

· Exterior Router Protocol: BGP

· Interior Router Protocol: RIP, OSPF

Source Routing: Packet specifically lists route to destination.

· Used (rarely) for security or priority considerations.

· Security problems can be caused or solved using Source Routing

How to develop a Routing Table?

A. Hierarchical Routing

· Send to above (to main router) or below (you serve as router)
· Sending from Whitefish, WI to Rockville, MD is easy, with two hierarchies.
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B. Shortest Path First
The Shortest Path First algorithm:

· Each path has a weight relating to bandwidth and queuing delay
· Goal: Find the shortest path from A to D

· Follow each edge from A, marking the total accumulated weight at each adjoining node Bx
· Select B with the lowest cost.  Follow each edge from Bx, marking the total accumulated weight at each of its adjoining node Cx, …

Example: Shortest Path First (From Fig. 5-7, Computer Networks)

[image: image2]

[image: image3]

[image: image4]
The final results are given by:

[image: image5]
The following example has different results, due to different weights:

[image: image6]
What are its final results?  Answer constructed in class.

Example:  Link State Routing

· Implementation of Shortest Path First

· Example protocol: Internet’s Open Shortest Path First (OSPF), for use within Intranet
Steps include:

· Discover neighbors and learn their network addresses, using the Hello packet

· Measure the delay or cost to each of its neighbors, using the Echo packet

· Broadcast/Flood a Link State Update packet listing the cost to each neighbor to all nodes

· Compute the shortest path to every other router from similar responses.

Link State Update packet: contains:

· Sender ID

· Sequence number:  Reject earlier sequence numbers
· Age:  Time until next LSU or Keepalive packet
· List of neighbors and their distances

OSPF combines Shortest Path First with Hierarchical Routing
Keepalive:  I am still up.  Send me packets.

Internet Protocol (IP)

IPv4 is concerned with:

· Routing (requires Addressing)

· Datagram lifetime

· Fragmentation & Reassembly

· Error Control
Datagram Lifetime

Datagram lifetime or Time To Live: Ensures datagram does not loop indefinitely in network.

· Hop count: Each router decrements hop count by 1

· When hop count reaches zero, the datagram is discarded.

Error Control

Data may be discarded by IP because:

· Lifetime expiration

· Congestion

Recovery: ICMP: Internet Control Message Protocol

Addressing 

Why use IP addresses instead of hardware addresses?

IP Addressing

· 32-bit integer, divided into 4 bytes: E.g.: 131.210.12.8
· Translation between symbolic names and numeric address is the Domain Name System (DNS). Example: cs.iit.edu

Address divided into network identifier and host identifier.

· Network ID: Location id

· Host ID:  Identifies network connection to host

May be LAN (or subnet) and host number

Four classes of addresses:

· Class A: 7-bit netId, 24-bit hostId: high-order 0 bit.  Very large networks: e.g. ARPANET.

· Class B: 14-bit netId, 16-bit hostId: high order 10 bits.  For networks >= 255 hosts.

· Class C: 21-bit netId, 8-bit hostId: high order 110 bits.  For networks < 255 hosts.

· Class D: Multicasting: high order 1110 bits. Group addressing

· Address = 127.0.0.1: Loopback: application((IP

· Internet Service Providers coordinate with the Internet Assigned Number Authority to assign unique network prefixes.
Example:  Sage.cs.uwp.edu: 131.210.12.8
Classless Interdomain Routing (CIDR): 

Uses single mask to route to multiple networks or subnets

· Notation: 205.100.0.0/22: 22 bits used in mask

Table showing masks between /20 and /27 (Smaller masks exist too)

	/27
	1/8th of a Class C
	32 hosts

	/26
	1/4th of a Class C
	64 hosts

	/25
	1/2 of a Class C
	128 hosts

	/24
	1 Class C
	256 hosts

	/23
	2 Class C
	512 hosts

	/22
	4 Class C
	1,024 hosts

	/21
	8 Class C
	2,048 hosts

	/20
	16 Class C
	4,096 hosts


Example taken from Computer Networks (Tanenbaum) text

	University
	Base Address
	Last Address
	Number of Addresses

	Cambridge:

194.24.0.0/21
	194.24.0.0
	194.24.7.255
	2048

	Edinburgh:

194.24.8.0/22
	194.24.8.0
	194.24.11.255
	1024

	(Available)

194.24.12.0/22
	194.24.12.0
	194.24.15.255
	1024

	Oxford

194.24.16.0/20
	194.24.16.0
	194.24.31.255
	4096


Base Addresses and Masks for Cambridge, Edinburgh, Oxford:

Base Address


                          Mask

11000010  00011000  00000000  00000000 - 11111111  11111111  11111000  00000000

11000010  00011000  00001000  00000000 - 11111111  11111111  11111100  00000000

11000010  00011000  00010000  00000000 - 11111111  11111111  11110000  00000000

Consider the following addresses:

194.24.9.25

194.24.17.4

194.24.6.32

Where do they fit?

Subnet Addresses

We have gotten the packet to the specific Network (or organization).

How do we find the Host?  There are many LANs…

· Divides address into Network, Subnet, Host.  Subnet defines specific LAN.
· # bits for subnet defined by system administrator

Subnet Routing Tables
· Reduces the size of the routing table

· Uses subnet mask of 1-bits masking the network and subnet address.
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Routing Tables

· Contains:

· Destination: Match to destination IP address using GenMask
· Next Hop (or Gateway): Address to send to if Destination matches

· GenMask:  Bit mask to determine if match.  Used for subnets and CIDR.

· Flags: Gateway / Host / Redirect / Up

· Host: Destination address in table is a host

· Gateway: Next hop is a router

· Up:  Connection is up

· Network Interface: Local interface name

· Steps in searching table:

1. Search for matching host

2. Search for matching network
3. Search for default entry
lincke@ginger:notes$ netstat -r
Kernel IP routing table

Destination     Gateway         Genmask         Flags   MSS Window  irtt Iface

localnet        
*                    255.255.255.0   U         0 0          0 
eth0

default         ssr.cs.uwp.edu  0.0.0.0         
UG      0 0          0 
eth0

lincke@ginger:notes$ netstat -rn

Kernel IP routing table

Destination     Gateway         Genmask         Flags   MSS Window  irtt Iface

131.210.12.0    0.0.0.0         255.255.255.0   U         
0 0          0 
eth0

0.0.0.0         131.210.12.1    0.0.0.0         
UG      0 0          0 
eth0
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Routing table for H6

	Destination
	Next-Hop
	GenMask
	Flags
	Network Interface

	127.0.0.1
	127.0.0.1
	255.0.0.0
	H
	Lo0

	150.100.15.0
	50.100.15.11
	255.255.255.0
	
	Emd0

	default
	150.100.15.54
	0.0.0.0
	G
	Emd0


Routing table for R2

	Destination
	Next-Hop
	GenMask
	Flags
	Network Interface

	127.0.0.1
	127.0.0.1
	255.0.0.0
	H
	Lo0

	150.100.15.0
	150.100.15.54
	255.255.255.0
	
	Emd1

	150.100.12.0
	150.100.12.1
	255.255.255.128
	
	Emd0

	default
	150.100.12.4
	0.0.0.0
	G
	Emd0


Routing table for R1

	Destination
	Next-Hop
	GenMask
	Flags
	Network Interface

	127.0.0.1
	127.0.0.1
	255.0.0.0
	H
	Lo0

	150.100.15.0
	150.100.12.1
	255.255.255.0
	G
	Emd1

	150.100.12.0
	150.100.12.4
	255.255.255.128
	
	Emd1

	150.100.12.128
	150.100.12.129
	255.255.255.128
	
	Emd2

	130.140.2.51
	150.100.0.1
	255.255.255.255
	H
	Emd0

	default
	130.140.2.51
	0.0.0.0
	G
	Emd0


What type of address is 150.100.15.124?

Develop a routing table for H4.

Fragmentation / Reassembly

Fragmentation / Reassembly Issues

· Subnets specify different maximum sizes of frames.

· What happens if datagram is too large for a subnet?

· Where are the fragments reassembled?

Choices:

1.  Fragment and reassemble datagram at each router along route (as necessary).

2.  Fragment datagram as necessary at midpoint router and reassemble at destination end.

3.  Avoid fragmentation:

· Determining route beforehand

· Source formats datagrams to avoid fragmentation.

IPv4 Fragmentation

1. The datagram is fragmented as necessary by each router.

2. The destination host IP layer reassembles the fragments.

Advantage: Reassembly not required at each router.

· Routing can happen on per-fragment basis.

IPv4 Implementation:

· Maximum Transmission Unit (MTU): Maximum data a frame can carry.

· Time-to-live:

1. Original packet has expected lifetime in seconds.

2. During fragmentation, the datagram header is copied to all fragments.

3. During reassembly if time-to-live expires, the entire packet is discarded.

4. Error message is sent to source (when packet is discarded).

· Fragmentation occurs on 64 bit boundary

· ID used to indicate which datagram this fragment belongs to.

· Fragment number stored in Fragment Offset.

· More bit used to indicate if this is last fragment or not.

· Can force no fragmentation with Don't Fragment flag.

· Used when destination cannot reassemble fragments.

Example: Fragmentation of Datagram 21

· Segment of 1300 octets transmitted over network with max frame size of 324 octets  (not including Layer 2 hdr).

· IP header size is 20 bytes.

· Maximum TCP data is 324 - 20 = 304 bytes/frame.  (Divisible by 64 bits = 8 octets.)

· 1300/304 = 4 full packets, plus one packet with 84 bytes


Identification:

21
21
21
21
21


Total length

324
324
324
324
104


Fragment Offset
0
38
76
114
152  


More fragment flag
1
1
1
1
0

Can a segment be fragmented multiple times? What happens if they arrive out of order?
IP Datagram Format


[image: image7]Format:

· Version: IP version (currently IPv4 = 4)

· Header length: Header length in multiples of 32-bit words: (4 bits)

· Differentiated Services (DS):  A ‘codepoint’ indicates which Service Level Agreement pertains to this service.

· Explicit Congestion Notification (ECN): An ‘Excessively Busy’ indicator

· Total Length: Length of datagram.  Max of 65,536 bytes.

· Identification: Sequence number of a datagram.

· Don't fragment flag: Used when part of network does not support reassembly.

· More fragments flag: 1=More Fragments; 0=Last Fragment

· Fragment Offset: Position of fragment within original datagram in 64-bit unit.

· Time-to-live: Seconds to live set by source IP and decremented each hop.  Discarded if timer expires (8 bits)

· Protocol: Higher level protocol: TCP/UDP/ICMP

· Header checksum: guards against incorrectly routed datagram.

· Inverse of sum of all 16-bit quantities

· Source Address: Source host IP address

· Destination Address: Destination host IP address.

· Options: (Optional) and Padding for 32-bit divisible length

· Security: Encrypted data or specifies user group.

· Source routing:  Explicit route specified.

· Route recording:  Request to document routing of datagram.

· Timestamp: Routers record time datagram processed.

Discussion:

· What is the maximum possible Time-To-Live?

· What is the normal and maximum theoretical header size?

· What is the difference between the FCS and IP header checksum?

· If a transmitted IP header is received without error and all 16-bit quantities are summed including the Checksum, what will the result be?

· Can segments be received out-of-order?  Can partial segments be received?

Internet Protocol Version 6 (IPv6)
Increased address size from 32 bit to 128 bits

New routing scheme aggregates addresses by access provider/ location/ corporation.

· Uses hexadecimal notation: 69DC:8864:0:0:0:0:8C0A:FFFF

· Two colons indicate zeros in between the colons 69DC:8864: :8C0A:FFFF
· 0::192.49.36.17 is a IPv4 address

· Decimal notation uses dots (.) between bytes but is longer than hex addresses.

Dynamic assignment of IPv6 addresses

Anycast, unicast, and multicast addressing

· Anycast: Send single copy to closest server

New header format and enhanced options: multiple options

· Each option includes a Next Header field

· Optional headers may be specified for: Routing, Authentication, Security, etc.

· Final Next Header specifies TCP or UDP (or whatever)

Streamlined Fragmentation/Reassembly 

· Source performs source discovery algorithm to learn smallest MTU

· Optionally all packets limited to 1280 bytes

· Fragmentation header included by source

IPv6 header includes:

· Version: IPv6

· DS (Differentiated Services): Service Level Agreement indicator

· ECN (Explicit Congestion Notification): Indicator of heavy flow

· Flow Label: Established a semi-virtual circuit for video and/or speech support

· Flow Label randomly allocated - 20 bits.

· Flow defined by Source & Destination address and non-zero flow label

· Flow Label specifies QoS characteristics: data rate, delay, jitter, discard, security

· Flow Label shares resource allocation, path, security attributes, buffer sizes.

· Specifics defined via Hop-by-Hop Option header.

· Payload Length

· Next Header: Indicates following header type (IP option, TCP, UDP)

· Hop Limit: Hop count.

Minimum of 40 octet header

IP Software

Internet Routing:  Hierarchical:  2 Layers:

· Core backbone network: Exterior Router Protocol (ERP)

· Border Gateway Protocol (BGP)
· Interior Router Protocol (IRP)

· Open Shortest Path First (OSPF): widely used.  

Internet Control Message Protocol (ICMP):

· User of IP protocol

· IP causes ICMP to generate error/info messages

· Provides feedback about problems: Examples:

· Destination Unreachable: Host or network unavailable

· Time exceeded: TIME_TO_LIVE or reassembly timer expires

· Source quench: flow control, datagram discarded.

· Ping: Testing: Echo & Echo reply.

· Address Mask Request/Reply: Subnet mask

· Fragmentation required, not permitted: Probe requesting no fragmentation can be used to learn Path MTU.

Windump:

15:19:42.748241 IP 192.168.0.5 > 192.168.0.4: 131.210.42.3 udp port 53 unreachable

Ping: A sonar operation to locate objects

· Used in troubleshooting

· Returns round trip delay

· Steps involved:

· Sends an ICMP echo request message

· Destination sends ICMP echo reply

Basil $ ping sage

PING sage.cs.uwp.edu (131.210.12.8) from 131.210.12.5 : 56(84) bytes of data.

64 bytes from sage.cs.uwp.edu (131.210.12.8): icmp_seq=0 ttl=255 time=493 usec

64 bytes from sage.cs.uwp.edu (131.210.12.8): icmp_seq=1 ttl=255 time=197 usec

64 bytes from sage.cs.uwp.edu (131.210.12.8): icmp_seq=2 ttl=255 time=151 usec

64 bytes from sage.cs.uwp.edu (131.210.12.8): icmp_seq=3 ttl=255 time=162 usec

Windump:

15:19:42.744527 IP 192.168.0.4 > 192.168.0.5: icmp 1480: echo request seq 7168

15:19:42.748241 IP 192.168.0.5 > 192.168.0.4: icmp 1480: echo reply seq 7168

Note: 1480 is the length

Traceroute: List the nodes along a route

Steps involved:

1.  Sends repeated UDP or ICMP Ping messages with increasing Time-To-Live

2.  Receives ICMP time exceed messages until final destination

3.  May send unknown port and receive ‘port unreachable’ by final destination.

$ traceroute winfall.oou.edu

traceroute to winfall.oou.edu (216.47.152.245), 30 hops max, 38 byte packets

 1  ssr (131.210.12.1)  0.373 ms  0.297 ms  0.272 ms

 2  Border.ssr.uwp.edu (131.210.0.254)  0.746 ms  0.554 ms  0.502 ms

 3  UWParkside-atm5-0-255.core.wiscnet.net (216.56.27.73)  1.949 ms  1.728 ms  1.540 ms

 4  r-uwmilwaukee-isp-atm0-2-0-7.wiscnet.net (140.189.8.101)  3.843 ms  4.276 ms  3.117 ms

 5  r-uwmadison-isp-atm1-0-2.wiscnet.net (140.189.8.1)  5.454 ms  5.148 ms  5.002 ms

 6  atm-0-0-0.nap.lincon.net (206.220.243.106)  9.731 ms  8.773 ms  11.561 ms

 7  206.166.9.114 (206.166.9.114)  9.420 ms  9.211 ms  9.429 ms

 8  ge6-0.sob11.chicago.lincon.net (206.166.2.38)  9.506 ms  10.733 ms  9.121 ms

 9  1-ck-IIT-unv-CM.202.10.sob11.chicago.lincon.net (206.166.90.162)  11.738 ms  10.331 ms  10.581 ms

10  216.47.159.3 (216.47.159.3)  11.850 ms  10.727 ms  11.156 ms

11  * * *

12  * * *

…
DHCP: Dynamic Host Configuration Protocol

Allows both manual and automatic IP address assignment.

Automatic assignment includes:

· Newly-booted machine broadcasts DHCP DISCOVER packet.

· If necessary, a DHCP relay agent on LAN forwards request to DHCP server

· IP addresses are leased for a particular duration. 

· When duration is close to expiring, host must ask for a renewal.

Windump:

39072 IP 131.210.12.165.68 > 255.255.255.255.67: BOOTP/DHCP, Request from 00:12:3f:e1:21:cd, length 300

41441 IP 131.210.12.24.67 > 131.210.12.165.68: BOOTP/DHCP, Reply, length 300
Address Resolution Protocol (ARP):

· Addressing occurs at layer 2 and IP level.

· Each datagram has a source & destination IP address.

· Layer 2 address gives initial destination (host or router)

· IP address lists final destination (generally a host)

· ARP Translates IP addresses to hardware or layer 2 (e.g. Ethernet) addresses

· Procedure to learn LAN / Ethernet address 

· Broadcast ARP request with IP address

· Unicast ARP reply sent by host with IP address (or router)

· Cache translation to avoid further lookups
Windump:

14:54:50.190823 arp who-has 192.168.0.5 tell 192.168.0.4 

14:54:50.191108 arp reply 192.168.0.5 is-at 0:90:27:1c:50:d0 

Domain Name Server (DNS):
· Translates host names to IP addresses

· Two packet types: Query & Response

· Types of Queries/Responses:

· A: Translate hostname into a 32-bit IP address
· HINFO: Name of CPU and OS
· MX: Name of associated mail exchange server
· NS: Name Server name
· TXT: ASCII text

Windump:

32657 IP 131.210.12.165.58314 > 131.210.201.15.53:  19077+ A? download.windowsupdate.com. (44)

41771 IP 131.210.201.15.53 > 131.210.12.165.58314:  19077 4/2/1[|domain]
Advanced IP Services

Quality of Service (QoS)

Different applications have different requirements for:

· Reliability: Bits must be delivered correctly

· Delay:  Little delay is tolerated from the time the bits are transmitted to the time they are received

· Jitter:  Bits must be delivered with little variance in the delay

· Bandwidth:  A high data rate (in bits per second) is required

Compare a number of applications, and their requirements: file transfer, web access, speech, video-conferencing, video on demand, email.

Service Level Agreement: An agreement btwn customer and service provider defines:

· Types of services to be carried

· Expected performance level of each service: e.g., availability, delay, jitter, discard rate
· How the services will be monitored.
Class-Based Routing: Large pipes carry a set of sessions with similar Quality of Service requirements.  Examples:

Differentiated Services:  In Expedited Forwarding, sessions in an expedited class get preferential treatment over the ‘best effort’ class.

· Customer set DS in each packet entering network to indicate the SLA expected
· Network monitors performance for each DS class

MultiProtocol Label Switching (MPLS): The MPLS header precedes the IP header, allowing routing to occur by label, until a destination is reached.  

· Allows resources to be reserved per session.

· A label may be used by many sessions
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