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Storage Systems


Storage
CS 355 Computer Architecture
Text:  

Computer Organization & Design, Patterson & Hennessy
Chapter 5.5 Storage and Other I/O Topics

Objectives:

During this class, the student shall learn to be able to:

· Define MTTR, MTTF, MTBF, availability, fault tolerance.

· Define the concepts of sector, track, platter, disk surface.

· Define the seek time, rotational delay, transfer time.

· Describe why disk caching is used.

· Define wear-leveling, sequential and random access files.

· Discuss the advantages and disadvantages of RAID, striping, parity disks, mirroring.
· Describe how file systems are allocated in a Unix and Windows environment, and how files can be hidden via the file system and caches.
· Describe the function and capability of computer forensic tools, secure wipe, disk encryption software.
Time Allocation:

Class time will be allocated as follows:


Disk Intro




1 hour


RAID





1/2 hour


File System




1.5 hour


TOTAL:




3 hours

Reliability

Reliability: The rate or ability of a system to be continuously functional or operational.

Problems causing failures:

· Operator

· Software 

· Hardware

Mean Time To Failure (MTTF):  The average duration to a failure

Mean Time To Repair (MTTR): The average time to repair

Meant Time Between Failure (MTBF): MTTF+MTTR.

Annual Failure Rate (AFR): % of disks likely to fail in one year.

Availability = MTTF/(MTTF+MTTR) = Rate (%) of being functional.

Example:  MTTF(Disk) = 5 years.

Solutions for preventing failures:

Fault avoidance:  Construction is optimal: well-built

Fault tolerance:  Redundancy ensures a single failure does not cause system failure

Fault forecasting:  Replacing older parts (e.g., on a schedule).

Disk I/O

Non-volatile:  Power down does not cause memory loss.
Rotating Media:

· Magnetic disk: includes floppy follows concentric, random access technique
· Optical disk: CD-ROM follows spiral, sequential access technique
Disk Address consists of:

Disk Drive:  Which disk to access
Platter:  Magnetic disk with two Surfaces
1-3.5 inches diameter

Track: Which groove at distance N from the center of the disk to read/write.

10,000-50,000 tracks per disk surface

Sector: A block of data within a Track.  

Usually 512 bytes per sector: Range 512-4k bytes.

100-500 sectors per track.

Zone Bit Recording (ZBR): Variable # of blocks per track.

Storage: sequence number, gap, info & error correcting code, gap, …
Cylinder: The tracks on all plates of a disk that are a specific distance N from the center of the disk.

Cluster:  A fixed number of segments (e.g., 4-32 KB)





	Gap
	Header
	Data
	ECC


Sectors include:

· Gap between sector

· Header: contains sector number, often allocated sequentially

· Data: Often 512 bytes

· Check value:  Often error-correcting code

· Low-level disk format establishes sectors

Access Time: Time to read or write a block of data.  Consists of:

· Time(access) = T(seek) + T(rotate) + T(transfer) + T(controller overhead)
Seek Time: Time it takes to position the disk arm to the appropriate track or cylinder.

· Consists of startup time and time to traverse cylinders.

· T(seek) = (traverseTime * #cylinders) + startupTime

· Average 3-13 ms

Rotational Delay or Latency: Time for disk to rotate until head reaches the appropriate sector.

· Rotation rate: 3600, 5400-20,000 RPM.  Floppy: 300-600 rpm.

· T_average(rotate) = 1/ (2*RevPerSec)

Rotation delay: 1.5-5.6 ms on average
Transfer Time: Time it takes to read the desired sector.

· T(transfer) = #bytes2transfer / (RevPerSec*#bytesPerTrack)

· Average: 100-200 MB/second

· Caches often read more data than desired sector: 375 MB/sec.
· Transfer from cache is 3-5 times faster than disk.

We can optimize disk access time by using disk scheduling.

Alternate/Advanced Storage Schemes
Flash Memory or Solid State Drives: Memory sticks
· Have embedded controller, NAND-based (block) or NOR-based (byte-addressable) memory

· Lower power, shock resistant, smaller than disk.
· 1000 times faster than disk

· More expensive than disk: $4-10/GB; cheaper than DRAM.

Uses: 

· Embedded:  Cell phones, digital cameras, MP3 players, etc.

· PCs: Combines Flash & Disk to offer faster boot

Technology: EEPROM:  Electrically Erasable Programmable Read-Only Memory

· Bits wear out after many uses:

· Wear Leveling:  Controller spreads writes out evenly.

RAID: Redundant Array of Inexpensive Disks 
Reliability:  Uses redundancy for fault tolerance

Speed:  Reads from multiple disks simultaneously to speed up access

Commonly used

Vocabulary: 

Striping:  Data is written across multiple disks speed up access, in sector or block units
Mirroring or Shadowing:  Redundant disks (copies) can speed access and provide fault tolerance.

Parity:  Sum Modulo 2 provides error correction

RAID Configurations

RAID 0:  Uses striping but no redundancy for speed
RAID 1:  Uses Mirroring for fault tolerance and speed

RAID 2:  Uses Error Correcting Code (Hamming Code) - Unused
RAID 3:  Parity disk counters failures: bit- or byte-interleaved stripes.

RAID 4:  Block-interleaved stripes with parity disk

RAID 5:  Distributed parity with block-interleaved stripes.
RAID 6:  Two lots of parity improves redundancy.

RAID 10: RAID 1 Mirroring + RAID 0 Striping: Redundant + Fast

Disk Integrity

· Tapes use parity to ensure accuracy

· Hard drives often use Cyclic redundancy check (CRC) – a sophisticated checksum

· Error Correcting Codes (ECC) may be used in RAMs and DVDs

A disk may be split into a number of partitions (e.g., 15 MB each)

· A Partition = Logical Drive = Volume
· May be used to store files, or backup of main drive, or operate (e.g.) two O.S.

· Master Boot Record (MBR) describes the partition layout and starting block

Attacks:  

· Hide a partition with an unrecognizable file system

· Declare a partition’s size smaller than it really is.

· Hacker uses special code to access hidden file data

File:

· Contains one or more clusters 

· Defragment: Moves data so that a file’s sectors are sequential.

Early Windows File System = FAT

FAT: File Allocation Table

· Early Windows File System

· Used for smaller disks (e.g., flash drives, camera storage)

· FAT 12: max of 15 MB; multiple partitions used for larger disks.

· FAT 32: supports terabytes

	Boot block
	FAT
	Root
	Clusters


Contains:

Boot Blocks: 

· First block: MBR: Indicates where on disk to bootstrap the OS, where to execute.

· BIOS Parm Block (BPB): Describe the volume’s layout, sector size, cluster size, # FATs, # sectors, 

FAT:  Array of cluster entries
· Cluster array indicates: cluster is part of a file, free space, or contains bad disk sector.

· Entry contains: chaining: next block number in file; last file entry=999; empty=0.

· Sequential redundant FATs survive disk error.

· Multiple pairs of FATs may exist

Root directory:

Clusters: Storage unit for files and directories; n x sectors
Directory:

· Contains array of 32 byte entries of file control blocks

Windows NTFS (New Tech. File System)

	Partition Boot Sector
	Master File Table
	System files
	File Area


Partition Boot Sector = Boot block(s)

Master File Table (MFT):  Table of 1KB records

· One row or record per file.  Contains:

· File control block information
· File reference: index of file and sequence #
· File if small;

· If larger file, pointer to cluster

System Files: Contains 

· MFT2: Mirror of first few rows of the MFT

· Log File: Tracks transactions in progress affecting file system, for recovery

· Cluster Bit Map: Indicates clusters in use

· Attribute Definition Table: Defines the attributes/operations of the volume
File Control Block contains:

· File name (not UNIX)

· Dates: Creation, last update, last access time, …

· Access permissions

· Size of data

· Number of links pointing to file

· Reference to file location

· UNIX: Array of block pointers

· Windows: Link to first block (which points to next,…)

In UNIX, the file control block is called the Inode
Linux File System

Disk Partition contains:

· Boot Block: Info to boot the OS

· Superblock: Info about the file system: e.g., partition size, inode table size.
· Block bitmap: bit array indicating free blocks (1=true)

· Inode bitmap: bit array indicating free inodes (1=true)
· Inode table:  Array of inodes, one per file. Each inode describes a file.
· Variable length; contains inode number, file name, file type, etc.
· Data blocks.

Inode Array of block pointers:

· Twelve direct pointers to data blocks

· Single Indirect: One pointer to index block, which points to data blocks

· Double Indirect: One pointer to index block, which points to index blocks, which point to data blocks

· Triple Indirect:  Three layers of index blocks.  The third layer points to data blocks.

Directories: Created as files in UNIX.  Contains list of:

· Filename: for each file in directory

· File Inode: pointer to file

Disk Cache

Disk Cache:

· Buffer holds most recently used disk sectors – and adjacent sectors. 

· Before accessing disk check to see if sector is in disk cache.

· Previously implemented: Read-ahead function

· Can be in OS or Disk controller

· Disk controller: Offload problem to disk controller, but more overhead

Algorithms to replace sector in disk cache:

LRU: Least Recently Used

· Block that has been in cache longest with no reference is replaced.

· When block is used, push block to top of stack.

· When a block retrieved from disk, remove block at bottom of stack.

LFU: Least Frequently Used

· Replace block that has experienced the fewest references.

· Associate a counter with each block.

· When block is referenced, increment count by 1.

· When a block retrieved from disk, remove block with lowest count.

Frequency-Based Replacement
· Divide stack into three sections: new, middle old.

· New blocks have a count of 1 only, which is not incremented.

· All blocks age from new to middle to old.

· Only old blocks can be replaced, and those with smallest counts are replaced.

· Remove a number of old blocks at a time, to allow time for block to be written to disk.

Attacks

These are techniques used by malware.  Forensic experts may look for these problems.

Using the OS

· Incorrect permissions set for file

· Hidden files used for tagging

Bypassing the OS

· Access deleted files

· Use sectors marked as ‘bad sectors’; use beyond max volume size

· Corrupt the disk structure (FAT, MFT, Inodes)

Security-related tools:

Computer Forensics: EnCase, FTK

· Mobile: SAFT Mobile

· Memory: CMAT

Disk Encryption: BitLocker, TrueCrypt

Secure Wipe: Eraser, Secure Erase

Forensics Programs
· Records on usage: Internet, print, deletion, instant messaging, email
· Search for keywords: in allocated, deleted, hidden files

· Internet forensics: Searches cookies, history, cache

· Cookie: user@www.web.com: last accessed, last modified, cached file name

· History: Visited: 3 record types, maybe cache records
RAID:  Consider:

What happens if one versus two disks fail?

Which configurations are fast for reading versus writing?

Where are the bottlenecks for each configuration?

	
	Reading
	Writing

	*RAID0*
Uses striping and no redundancy for speed


	
	

	*RAID1*
Uses Mirroring for fault tolerance and speed


	
	

	RAID3
Parity disk counters failures: bit- or byte-interleaved stripes


	
	

	RAID4

Block-interleaved stripes with parity disk


	
	

	*RAID5*
Distributed parity with block-interleaved stripes.


	
	


Mean Time Between Failure
MTBF = MTTF+MTTR

Availability = MTTF/(MTTF+MTTR)
	MTTF
	MTTR
	MTBF
	Availability

	1 year


	1 day
	
	

	2 years


	1 week (7 days)
	
	





What is the capacity of a 4-platter disk with 30,000 cylinders, an average of 520 sectors per track, and a sector size of 512B?
Security:

Match how an attacker can abuse a disk system with its effect and solution.


Attack Type





Attack Effect

1. Boot from CD/DVD



A. Recover deleted files

2. Mark disk blocks as ‘bad’



B. Exceed authorization on disk

3. Mark volume as shorter than actual

C. Hide malware on a disk

4. Use techniques to hide files


D. Make the disk unreadable

5. Use forensic software




Attack Solutions
i. Encrypt disk

6. Corrupt the disk header




ii. Forensic software

7. Encrypt disk contents












iii. Secure Wipe








iv. Antivirus software







v.  Be careful what you do


Sector


Track


Plate





Track


Platter


Block=Sector








