###########################################################################

#  Get info

#  In this example, one buffer is defined in local memory i.e., on the stack.
#  However, it is possible to overflow the stack by reading in a large buffer.

#  The stack buffer is not sufficiently large to hold the data, and

#  and other fields in the stack are overlaid, including the return address, etc.

#     In some attacks, the attacker could put attack code in the input buffer 

#  on the stack, then change the return address on the stack to execute the attack

#  code.  This can be called a buffer overflow or stack smashing attack.
#     It is also possible to overflow areas in the data section, as you will see

#  in this example.  That can cause data spillage such as unexpected information
#  to the screen to new users.

#  Buffer = temporary data storage area in memory, used by the OS.

###########################################################################


.data

getName:.asciiz
"Welcome to Gidget Sales.  To find out our discounts, please enter your name: "

pitch:  .asciiz "We have gidgets for sale today, 2 for the price of 1.  Would you like to buy one?"

getAddr: .asciiz "Enter your address: "

getCC:
 .asciiz "Enter credit card number: "

thanks: .asciiz "Thanks for shopping with us today, "

choice: .asciiz "                            "

name:
 .asciiz "                            "

addr:   .asciiz "                            "

CC:
 .asciiz "                            "


.text

main:






# for each customer do:


jal
GivePtch

#    TransactionType = GiveSalesPitch()


bne
$v0,$zero,mainx 
#    if (TransactionType==Buy) {


jal
GetInfo

#
     GetCustomerInfo()


jal
PrRcpt


#
     PrintReceipt()






#    }

mainx:
la
$a0,thanks

#    print("Thanks for shopping with us,")


li
$v0,4


syscall


la
$a0,name

#    print(name)


li
$v0,4


syscall


b 
main


# enddo 


li
$a0,10


# exit

syscall

##########################################################################

#  GivePitch:  Offer a business deal, see if customer is interested.
#

#  Calling Sequence:

#
jal   GivePtch
# GivePitch()

#

#  Stack use:

#      8($sp)   Return address

#      0-7($sp) buffer for input

##########################################################################

GivePtch:


addi
$sp,$sp,-12
# string localType; 


sw
$ra,8($sp)
# address returnAddress


la
$a0,getName
#  printString(GetName)


li
$v0,4


syscall


la
$a0,name
#  readString(name)


jal
RdStrng


la
$a0,pitch
#  print(SalesPitch)


li
$v0,4


syscall


la
$a0,0($sp)
#  ReadString(localType)


jal
RdStrng


li
$v0,0x79
#  return_value = 'y'


lb
$t1,0($sp)
#  if (localType[0] != 'y')


bne
$v0,$t1,GivePtch9


move
$v0,$zero
#     return_value = 0

GivePtch9:



lw
$ra,8($sp)


addi
$sp,$sp,12


jr
$ra

#  return return_value

##########################################################################

#  GetInfo:  Gets address & credit card
#

#  Calling Sequence:

#
jal GetInfo

# GetInfo();

##########################################################################

GetInfo:


addi
$sp,$sp,-4


sw
$ra,0($sp)


la
$a0,getAddr
#  printString(Get Address)


li
$v0,4


syscall


la
$a0,addr
#  readString(address)


jal
RdStrng


la
$a0,getCC
#  printString(Get CreditCard)


li
$v0,4


syscall


la
$a0,CC

#  readString(credit_card)


jal
RdStrng


lw
$ra,0($sp)
#  return;


addi
$sp,$sp,4


jr
$ra

##########################################################################

#  PrintReceipt: Prints name and address and Thank You message
#

#  Calling Sequence:

#
jal    PrRcpt


# PrintReceipt();

##########################################################################

PrRcpt:


addi
$sp,$sp,-4


sw
$ra,0($sp)


li
$v0,4

#  printString(name) 


la
$a0,name


syscall


li
$v0,4

#  printString(address)


la
$a0,addr


syscall


lw
$ra,0($sp)


addi
$sp,$sp,-4


jr
$ra

###########################################################################

#  Read string:  Reads a string and puts it in the address contained in $a0

#

#  Calling Sequence:

#
la
$a0,StringAddress

# ReadString(StringAddress);
#
jal
RdString

###########################################################################

RdStrng:


addi
$sp,$sp,-4


sw
$ra,0($sp)
#  save return address


li
$v0,8

#  read_String(addr=argument, length=30)


li
$a1,30


syscall


lw
$ra,0($sp)
#  return


addi
$sp,$sp,4


jr
$ra

User Text Segment [00400000]..[00440000]
[00400000] 8fa40000  lw $4, 0($29)            ; 183: lw $a0 0($sp) # argc 
[00400004] 27a50004  addiu $5, $29, 4         ; 184: addiu $a1 $sp 4 # argv 
[00400008] 24a60004  addiu $6, $5, 4          ; 185: addiu $a2 $a1 4 # envp 
[0040000c] 00041080  sll $2, $4, 2            ; 186: sll $v0 $a0 2 
[00400010] 00c23021  addu $6, $6, $2          ; 187: addu $a2 $a2 $v0 
[00400014] 0c100009  jal 0x00400024 [main]    ; 188: jal main 
[00400018] 00000000  nop                      ; 189: nop 
[0040001c] 3402000a  ori $2, $0, 10           ; 191: li $v0 10 
[00400020] 0000000c  syscall                  ; 192: syscall # syscall 10 (exit) 
[00400024] 0c100018  jal 0x00400060 [GivePtch]; 19: jal GivePtch # TransactionType = GiveSalesPitch() 
[00400028] 14400003  bne $2, $0, 12 [mainx-0x00400028]
[0040002c] 0c10002d  jal 0x004000b4 [GetInfo] ; 21: jal GetInfo # GetCustomerInfo() 
[00400030] 0c100040  jal 0x00400100 [PrRcpt]  ; 22: jal PrRcpt # PrintReceipt() 
[00400034] 3c011001  lui $1, 4097 [thanks]    ; 24: la $a0,thanks # print("Thanks for shopping with us,") 
[00400038] 342400d0  ori $4, $1, 208 [thanks] 
[0040003c] 34020004  ori $2, $0, 4            ; 25: li $v0,4 
[00400040] 0000000c  syscall                  ; 26: syscall 
[00400044] 3c011001  lui $1, 4097 [name]      ; 28: la $a0,name # print(name) 
[00400048] 34240111  ori $4, $1, 273 [name]   
[0040004c] 34020004  ori $2, $0, 4            ; 29: li $v0,4 
[00400050] 0000000c  syscall                  ; 30: syscall 
[00400054] 0401fff4  bgez $0 -48 [main-0x00400054]; 32: b main # enddo 
[00400058] 3404000a  ori $4, $0, 10           ; 33: li $a0,10 
[0040005c] 0000000c  syscall                  ; 34: syscall 
[00400060] 23bdfff4  addi $29, $29, -12       ; 44: addi $sp,$sp,-12 # string localType; 
[00400064] afbf0008  sw $31, 8($29)           ; 45: sw $ra,8($sp) # address returnAddress 
[00400068] 3c041001  lui $4, 4097 [getName]   ; 47: la $a0,getName # printString(GetName) 
[0040006c] 34020004  ori $2, $0, 4            ; 48: li $v0,4 
[00400070] 0000000c  syscall                  ; 49: syscall 
[00400074] 3c011001  lui $1, 4097 [name]      ; 51: la $a0,name # readString(name) 
[00400078] 34240111  ori $4, $1, 273 [name]   
[0040007c] 0c100051  jal 0x00400144 [RdStrng] ; 52: jal RdStrng 
[00400080] 3c011001  lui $1, 4097 [pitch]     ; 54: la $a0,pitch # print(SalesPitch) 
[00400084] 3424004e  ori $4, $1, 78 [pitch]   
[00400088] 34020004  ori $2, $0, 4            ; 55: li $v0,4 
[0040008c] 0000000c  syscall                  ; 56: syscall 
[00400090] 23a40000  addi $4, $29, 0          ; 58: la $a0,0($sp) # ReadString(localType) 
[00400094] 0c100051  jal 0x00400144 [RdStrng] ; 59: jal RdStrng 
[00400098] 34020079  ori $2, $0, 121          ; 61: li $v0,0x79 # return_value = 'y' 
[0040009c] 83a90000  lb $9, 0($29)            ; 62: lb $t1,0($sp) # if (localType[0] != 'y') 
[004000a0] 14490002  bne $2, $9, 8 [GivePtch9-0x004000a0]
[004000a4] 00001021  addu $2, $0, $0          ; 64: move $v0,$zero # return_value = 0 
[004000a8] 8fbf0008  lw $31, 8($29)           ; 66: lw $ra,8($sp) 
[004000ac] 23bd000c  addi $29, $29, 12        ; 67: addi $sp,$sp,12 
[004000b0] 03e00008  jr $31                   ; 68: jr $ra # return return_value 
[004000b4] 23bdfffc  addi $29, $29, -4        ; 73: addi $sp,$sp,-4 
[004000b8] afbf0000  sw $31, 0($29)           ; 74: sw $ra,0($sp) 
[004000bc] 3c011001  lui $1, 4097 [getAddr]   ; 76: la $a0,getAddr # printString(Get Address) 
[004000c0] 342400a0  ori $4, $1, 160 [getAddr] 
[004000c4] 34020004  ori $2, $0, 4            ; 77: li $v0,4 
[004000c8] 0000000c  syscall                  ; 78: syscall 
[004000cc] 3c011001  lui $1, 4097 [addr]      ; 80: la $a0,addr # readString(address) 
[004000d0] 3424012e  ori $4, $1, 302 [addr]   
[004000d4] 0c100051  jal 0x00400144 [RdStrng] ; 81: jal RdStrng 
[004000d8] 3c011001  lui $1, 4097 [getCC]     ; 83: la $a0,getCC # printString(Get CreditCard) 
[004000dc] 342400b5  ori $4, $1, 181 [getCC]  
[004000e0] 34020004  ori $2, $0, 4            ; 84: li $v0,4 
[004000e4] 0000000c  syscall                  ; 85: syscall 
[004000e8] 3c011001  lui $1, 4097 [CC]        ; 87: la $a0,CC # readString(credit_card) 
[004000ec] 3424014b  ori $4, $1, 331 [CC]     
[004000f0] 0c100051  jal 0x00400144 [RdStrng] ; 88: jal RdStrng 
[004000f4] 8fbf0000  lw $31, 0($29)           ; 90: lw $ra,0($sp) # return; 
[004000f8] 23bd0004  addi $29, $29, 4         ; 91: addi $sp,$sp,4 
[004000fc] 03e00008  jr $31                   ; 92: jr $ra 
[00400100] 23bdfffc  addi $29, $29, -4        ; 98: addi $sp,$sp,-4 
[00400104] afbf0000  sw $31, 0($29)           ; 99: sw $ra,0($sp) 
[00400108] 34020004  ori $2, $0, 4            ; 101: li $v0,4 # printString(name) 
[0040010c] 3c011001  lui $1, 4097 [name]      ; 102: la $a0,name 
[00400110] 34240111  ori $4, $1, 273 [name]   
[00400114] 0000000c  syscall                  ; 103: syscall 
[00400118] 34020004  ori $2, $0, 4            ; 105: li $v0,4 # printString(address) 
[0040011c] 3c011001  lui $1, 4097 [addr]      ; 106: la $a0,addr 
[00400120] 3424012e  ori $4, $1, 302 [addr]   
[00400124] 0000000c  syscall                  ; 107: syscall 
[00400128] 34020004  ori $2, $0, 4            ; 109: li $v0,4 # printString(CreditCard) 
[0040012c] 3c011001  lui $1, 4097 [CC]        ; 110: la $a0,CC 
[00400130] 3424014b  ori $4, $1, 331 [CC]     
[00400134] 0000000c  syscall                  ; 111: syscall 
[00400138] 8fbf0000  lw $31, 0($29)           ; 113: lw $ra,0($sp) 
[0040013c] 23bdfffc  addi $29, $29, -4        ; 114: addi $sp,$sp,-4 
[00400140] 03e00008  jr $31                   ; 115: jr $ra 
[00400144] 23bdfffc  addi $29, $29, -4        ; 125: addi $sp,$sp,-4 
[00400148] afbf0000  sw $31, 0($29)           ; 126: sw $ra,0($sp) # save return address 
[0040014c] 34020008  ori $2, $0, 8            ; 128: li $v0,8 # read_String(addr=argument, length=30) 
[00400150] 3405001e  ori $5, $0, 30           ; 129: li $a1,30 
[00400154] 0000000c  syscall                  ; 130: syscall 
[00400158] 8fbf0000  lw $31, 0($29)           ; 132: lw $ra,0($sp) # return 
[0040015c] 23bd0004  addi $29, $29, 4         ; 133: addi $sp,$sp,4 
[00400160] 03e00008  jr $31                   ; 134: jr $ra
Example 1: Abort by overflowing stack.

Here, the overflow to the data seemed to get forwarded to the stack by the OS…

Welcome to Gidget Sales. To find out our discounts, please enter your name: Susan xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

We have gidgets for sale today, 2 for the price of 1. Would you like to buy one?y

Exception occurred at PC=0x78787878

  Bad address in text read: 0x78787878

Registers

PC       = ffffffff80000180
EPC      = 78787878
Cause    = 18
BadVAddr = 78787878
Status   = 3000ff12
HI       = 0
LO       = 0

R0  [r0] = 0
R1  [at] = 10010000
R2  [v0] = 79
R3  [v1] = 0
R4  [a0] = 7ffff764
R5  [a1] = 1e
R6  [a2] = 7ffff788
R7  [a3] = 0
R8  [t0] = 0
R9  [t1] = 78
R10 [t2] = 0
R11 [t3] = 0
R12 [t4] = 0
R13 [t5] = 0
R14 [t6] = 0
R15 [t7] = 0
R16 [s0] = 0
R17 [s1] = 0
R18 [s2] = 0
R19 [s3] = 0
R20 [s4] = 0
R21 [s5] = 0
R22 [s6] = 0
R23 [s7] = 0
R24 [t8] = 0
R25 [t9] = 0
R26 [k0] = 0
R27 [k1] = 0
R28 [gp] = 10008000
R29 [sp] = 7ffff770
R30 [s8] = 0
R31 [ra] = 78787878
User data segment [10000000]..[10040000]
[10000000]..[1000ffff]  00000000
[10010000]    636c6557  20656d6f  47206f74  65676469    W e l c o m e   t o   G i d g e 
[10010010]    61532074  2e73656c  6f542020  6e696620    t   S a l e s .     T o   f i n 
[10010020]    756f2064  756f2074  69642072  756f6373    d   o u t   o u r   d i s c o u 
[10010030]    2c73746e  656c7020  20657361  65746e65    n t s ,   p l e a s e   e n t e 
[10010040]    6f792072  6e207275  3a656d61  65570020    r   y o u r   n a m e :   . W e 
[10010050]    76616820  69672065  74656764  6f662073      h a v e   g i d g e t s   f o 
[10010060]    61732072  7420656c  7961646f  2032202c    r   s a l e   t o d a y ,   2   
[10010070]    20726f66  20656874  63697270  666f2065    f o r   t h e   p r i c e   o f 
[10010080]    202e3120  756f5720  7920646c  6c20756f      1 .     W o u l d   y o u   l 
[10010090]    20656b69  62206f74  6f207975  003f656e    i k e   t o   b u y   o n e ? . 
[100100a0]    65746e45  6f792072  61207275  65726464    E n t e r   y o u r   a d d r e 
[100100b0]    203a7373  746e4500  63207265  69646572    s s :   . E n t e r   c r e d i 
[100100c0]    61632074  6e206472  65626d75  00203a72    t   c a r d   n u m b e r :   . 
[100100d0]    6e616854  6620736b  7320726f  70706f68    T h a n k s   f o r   s h o p p 
[100100e0]    20676e69  68746977  20737520  61646f74    i n g   w i t h   u s   t o d a 
[100100f0]    00202c79  20202020  20202020  20202020    y ,   .                         
[10010100]    20202020  20202020  20202020  20202020                                    
[10010110]    73755300  78206e61  78787878  78787878    . S u s a n   x x x x x x x x x 
[10010120]    78787878  78787878  78787878  20007878    x x x x x x x x x x x x x x .   
[10010130]    20202020  20202020  20202020  20202020                                    
[10010140]    20202020  20202020  20002020  20202020                        .           
[10010150]    20202020  20202020  20202020  20202020                                    
[10010160]    20202020  00202020  00000000  00000000                  . . . . . . . . . 
[10010170]..[1003ffff]  00000000


User Stack [7ffff760]..[80000000]
[7ffff760]    00400098  78787878  78787878  78787878    . . @ . x x x x x x x x x x x x 
[7ffff770]    78787878  78787878  78787878  78787878    x x x x x x x x x x x x x x x x 
[7ffff780]    7fff0078  00000000  7fffffcc  7fffff92    x . . . . . . . . . . . . . . . 
[7ffff790]    7fffff79  7fffff3f  7fffff0e  7ffffef7    y . . . ? . . . . . . . . . . .
Questions:

Understanding The Code

1.  Are parameters passed to a procedure on the stack or in registers, when parameters are used?  Which procedure requests parameters?
2. What information is included in each procedure header?  How is it helpful?

3. One procedure declares a character array as a local variable on the stack in a procedure.  Which procedure does that?  How large is this buffer allocation, in bytes?

4. A procedure is called to actually perform reads.  How large a buffer is expected in this procedure?

5. How large are the normal input buffers, allocated in the data section?  Are they sufficiently large?

Evaluating the Assembly Dump

6. Let’s look at the assembly dump.  The program counter (PC) indicates the next instruction to be allocated.  Which procedure does it point to?

7. Look at the stack.  Can you make sense of it?  What do you think happened?

8. If you look at the data, many input fields are allocated after the string: "Thanks for shopping with us today, ".  Can you find them in the data section?  Do they look normal?  What do you think happened?

9. In conclusion, what do you think happened in this code?

Testing the code – You may go down to the lab

10. Test the code.  There are two possible problems: the code aborts or the output does not print correctly.  When the receipt is printed, only the name and address should print – with no credit card number.  Can you reproduce both types of errors?  How? 

11. What have you learned about coding to avoid security problems, from this exercise?
