Assembly Language
Assignment 4: Overflowing Arithmetic in a Computer

Assignment 4: Experimenting with Overflows
This assignment will require you to design tests to answer the questions below.  You may use a java, C++, or assembly program for your tests.  
1) What programming language and machine are you doing this with?

2) If you allocate an int in your programming language and continually increment it, how large can the int become?  How many bits are allocated to the int?

3) If you continually increment the int, what happens when it overflows?  Do positive numbers go negative?  Is there ever a trap to throw the program out?

4) If you create a byte and increment it, how does it overflow? 

5) If you create a byte and decrement it, how does it underflow?  Do large negative numbers go positive?

6) Now work with doubles.  What happens if you continually multiply a small number (e.g. 1) by ten?  What happens if you continually divide a number by ten?

7) With the above information, how could an attacker use this information in a form to not pay full price for items?
8) How can you defend against such attacks?

Please submit your test code and writeup into the D2L dropbox for Homework 4.  Your write-up should list questions with their full and complete answers.  You may cut and paste the questions from this Word document.  
For your paper submission, you will be graded on: 
· Accuracy:  The answer is tested and interpreted correctly

· Completeness:  A superficial answer is avoided.   All details are provided in substance and format.

· Communication: The answer is described clearly and completely, with proper English.
This assignment is worth 10 points.

